Full Council Minutes 8t September 2026

SUDBURY TOWN COUNCIL
MINUTES OF THE MONTHLY MEETING OF SUDBURY TOWN COUNCIL
HELD IN THE TOWN HALL ON TUESDAY 8™ SEPTEMBER 2026 AT 7.00PM

Present: Mr A Stohr— Mayor of Sudbury, in the CHAIR
Mrs M Barrett Mr J Jeager
Mr N Bennett Ms E Murphy
Ms J Carter (until 8:53pm) Miss A Owen
Mr K Graham Mr T Regester
Mr S Hall Mr N Younger

In attendance: Mr C Griffin — Town Clerk
Mrs C Morgan — Deputy Clerk and RFO
Mr M Keogh — Projects Manager
Ms L Smith — Babergh District Councillor and Suffolk County Councillor (until 8:56pm)
Mrs K Turner — Suffolk County Councillor (until 8:35pm)
Mr P Faircloth-Mutton — Suffolk County Councillor (until 8:35pm)

1. APOLOGIES AND APPROVAL OF ABSENCES

Apologies were received from Town Councillors Mr P Beer, Mr A Osborne, Mrs J Osborne and Mr A
Welsh.

2. DECLARATIONS OF INTERESTS

Councillors Ms J Carter, Miss A Owen and Mr T Regester declared that they were also Babergh
District Councillors.

3. DECLARATIONS OF GIFTS AND HOSPITALITY

No declarations of gifts or hospitality were made.

4. REQUESTS FOR DISPENSATION

There were no requests for dispensation.

5. TO CONFIRM THE PREVIOUS MINUTES

RESOLVED
That the minutes of the council meeting held on 14" July 2026 are an accurate record and are to be
signed by the Chairman.

The Mayor decided to bring forward item 7 as a representative from the Eastern Education Group
(EEG) had come to present.
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7. TO RECEIVE A PRESENTATION FROM EASTERN EDUCATION GROUP (EEG) ABOUT THEIR YOUTH
SOCIAL ACTION MODEL

The Mayor had invited a representative from the Eastern Education Group (EEG) to give members a
presentation about their Youth Social Action Model.

Youth Social Action was intended to enable young people to Identify issues that mattered to them,
develop ideas and solutions, work with adults and organisations as equal partners, take practical
action to improve their community and see and celebrate the difference they have made. To take this
forward, local authorities were encouraged to sign the #iWill Power of Youth Charter, which is a
national commitment to ensuring young people are heard, valued and involved in shaping the
decisions that affect them. This charter had already been signed by Suffolk County Council and all
Suffolk district councils, except Babergh. Suffolk was leading the country in the number of
organisations which had signed the charter and EEG would like Sudbury Town Council to join.

The Mayor thanked EEG for the presentation and suggested that members put signing the Power of
Youth Charter on the agenda for the next full council meeting.

RESOLVED
To thank the Eastern Education Group for their presentation on the Youth Social Action Model.

6. QUESTIONS AND REPORTS

a. Public Forum —two members of the public attended but no questions were asked.

b. Policing report — The police were not able to attend due to other commitments, but the
Mayor thanked the police for the excellent progress that they had made over the summer
tackling drug dealing.

c. Mayor’s Announcements — The Mayor reviewed his civic commitments and reminded
everyone about his charity wine and nibbles night at the Gaol Lane Wine Bar on Wednesday
20™ October starting at 6pm, for which tickets were available at the Town Hall or online. This
would continue his campaign to raise funds for his two nominated charities, the Kernos
Centre and Number 72.

d. County Councillors’ report — Councillors Mrs K Turner, Mr Philip Faircloth-Mutton and Ms L
Smith had sentin their reports, which had been circulated before the meeting, and are shown
at minute pages 829 to 832. The following points were raised for discussion.

e Local Government Reform plans had been withdrawn by central government and
Babergh District Council elections would now take place on 6 May 2027.

e Members were concerned about reports that Sudbury fire engines could not get
through Walnut Tree Lane on call outs towards Halstead due to parked cars.

e Members queried the rational for the change to the climate emergency policy from
the new administration.

e Members asked how the County Council engaged with traveller groups once they
moved into a new site.

e Members were concerned to hear that prices for students on Central Connect buses
to Bury, Lavenham, etc had doubled and that the central government’s new £2
maximum fare didn’t apply to children.
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RESOLVED

Members asked if Suffolk County Council intended to continue to fund grants for
renewable energy and associated organisations. Some were central government
grants that were ring fenced and these would continue to be distributed to Suffolk
residents. Members noted that Essex County Council had reduced their staff working
in this area.

Members were concerned to hear that the bus service between Sudbury and Gt
Cornard between 8am and 9am had been removed. Only the school bus remained
running at this time.

Members were concerned to hear that many buses now terminate in Sudbury and
passengers must change buses. This added delays and required passengers to
purchase a second ticket.

Members were concerned about the lack of paper bus timetables available in the TIC
and the library, as well as outdated timetables at bus stops.

Members asked for clarification on the refurbishment of the leader’s offices in
Endeavour House and were informed that the new leader had moved offices as he
required more space for meetings.

Members raised their concerns about party political messages in reports that
appeared to be just point scoring.

That the County Councillors Ms L Smith, Mrs K Turner and Mr Philip Faircloth-Mutton be thanked
for their reports.

e. District Councillor’s report — Councillor Miss A Owen had sent in her report, which had been
circulated before the meeting, and is shown at minute pages 833 and 834. No points were
raised for discussion.

RESOLVED

That District Councillor Miss A Owen be thanked for her report.

8. TO NOTE THE MINUTES OF THE FOLLOWING COMMITTEES

Planning, Development & Highways Committee on 13" and 27" July, 10*" and 24" August 2026 —
The Chair summarised the minutes.

Finance Committee on 10'" August and 1% September 2026 — The Chair summarised the minutes.

Leisure and Environment Committee on 28" July 2026 — The Chair summarised the minutes.

Policy & Resources Committee on 16" July 2026 — The Chair summarised the minutes.

9. TO APPROVE THE TERMS OF REFERENCE (TORS) RECOMMENDED BY THE PLANNING,

DEVELOPMENT AND HIGHWAYS COMMITTEE

Members noted that the Planning, Development and Highways Committee had revised their terms of
reference and recommended them for approval by the full council.

RESOLVED

To approve the Terms of Reference (TORs) for the Planning, Development and Highways Committee,
as shown at minute pages 835 and 836.
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10. TO ADOPT THE STRESS MANAGEMENT POLICY AS RECOMMENDED BY THE POLICY AND
RESOURCES COMMITTEE

Members considered the Stress Management Policy as recommended by the Policy and Resources
Committee.

RESOLVED
To adopt the Stress Management Policy, as shown at minute pages 837 to 841.

11. TO ADOPT THE IT AND COMMUNICATIONS SYSTEMS POLICY, INCORPORATING THE SOCIAL
MEDIA POLICY, AS RECOMMENDED BY THE POLICY AND RESOURCES COMMITTEE

Members considered the IT and Communications Systems Policy, incorporating the Social Media
Policy, as recommended by the Policy and Resources Committee.

RESOLVED
To adopt the IT and Communications Systems Policy, incorporating the Social Media Policy, as
shown at minute pages 842 to 857.

12. TO ADOPT THE DATA PROTECTION POLICY AS RECOMMENDED BY THE POLICY AND
RESOURCES COMMITTEE

Members considered the Data Protection Policy as recommended by the Policy and Resources
Committee.

RESOLVED
To adopt the Data Protection Policy, as shown at minute pages 858 to 872.

13. TO DISCUSS SUPPORT FOR THE NATIONAL EMERGENCY BRIEFING ON CLIMATE AND NATURE
SCREENING AT THE SUDBURY ARTS CENTRE

The Mayor explained that the Sudbury Arts Centre had asked the Town Council to endorse their
showing of a film called ‘The National Emergency Briefing’ in September. However, he could not give
the support of the Town Council without this being a substantive item on a full council agenda and
members would have had to see the film before they could know if they endorsed it. Members were
glad to hear that all tickets for this showing had been sold.

RESOLVED

To note the screening of the National Emergency Briefing on Climate and Nature at the Sudbury Arts
Centre.
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14, TO DISCUSS THE BURIAL OF THE CROFT MAN IN THE NEWTON ROAD CEMETERY

The Town Council had been asked to allow the remains of the body found in the River Stour by the
Croft, now known as the Croft Man, to be buried in Newton Road Cemetery. Members expressed
their support and, although the identity of the man is still unknown, they considered that he should
be treated as a Sudbury resident when assessing cemetery fees.

RESOLVED

To allow the remains of the body found in the River Stour by the Croft, now known as the Croft Man,
to be buried in Newton Road Cemetery, subject to the payment of the usual fees for a Sudbury
resident.

15. TO DISCUSS THE CONSULTATION ON ALLOWING DOGS ON LEADS INTO BELLE VUE PARK

Babergh District Council had asked the Town Council to respond to their consultation on allowing dogs
on leads into Belle Vue Park. Members were very supportive of dog owners, but felt that there were
many other areas to exercise dogs in Sudbury and that the risks from dog fouling and potential
aggressive behaviour outweighed the benefits.

RESOLVED
To recommend that Babergh District Council maintain their current rules on not allowing dogs into
Belle Vue Park.

16. TO AUTHORISE THE EXPENDITURE OF UP TO £8,500, EXCLUDING VAT, ON THE CHRISTMAS
FAIR

The Town Clerk explained that the expenditure for the Christmas fair needed to be authorised now in
order to allow sufficient time to organise the event.

RESOLVED
That, under the power of the Local Government Act 1972, s.144, members authorised the
expenditure of up to £8,500 excluding VAT on the Christmas Fair.

17. TO AUTHORISE THE EXPENDITURE OF UP TO £35,000, EXCLUDING VAT, ON THE LEGAL TRAFFIC
REGULATION ORDERS (TRO) AND ASSOCIATED INFRASTRUCTURE TO AMEND ORDERS ON AND
AROUND MARKET HILL FOR SAFE TRAFFIC REGULATION ON MARKET DAYS AND CUSTOMER PARKING
AVAILABILITY

The Deputy Town Clerk explained that this was a recommendation from the Leisure and Environment
Committee. The barrier costs had already been secured through a Rural Prosperity Fund grant of
£12,000, but these additional costs were unplanned and would need to come from reserves. There
were three elements to the TRO:
e Market Hill prohibition of motor vehicles on market days, which was linked to the barrier
installation.
e King Street to revert to 1 hour limited waiting Monday to Saturday (8am — 6pm) with no return
within 2 hours.
e Friars Street to amend the unrestricted bay to 1 hour limited waiting Monday to Saturday
(8am — 6pm) with no return within 2 hours.
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These last two actions would provide approximately 20 free parking spaces for genuine town visitors
and shoppers. Local businesses had been approached and were in favour of these changes.

The TRO needed to be in place to enable the barriers to be fitted and to provide a safe environment
preventing breaches of the road closure and putting staff and members of the public at risk. The TRO
was intended to cover ‘Market Days and Event Days’ which would be beneficial for all events held on
Market Hill. There would need to be a statutory 9 month consultation before these changes could be
implemented.

RESOLVED

That, under the power of the Local Government Act 1972, s.111, members authorised the
expenditure of up to £35,000 excluding VAT on the legal Traffic Regulation Orders (TRO) and
associated infrastructure to amend orders on and around Market Hill for safe traffic regulation on
market days and customer parking availability.

To extend the meeting by another 30 minutes so that it could continue until 9:30pm

18. TO AUTHORISE THE EXPENDITURE OF UP TO £3,200, EXCLUDING VAT, ON THE SUPPLY,
DELIVERY AND INSTALLATION OF TWO CHRISTMAS TREES

The Town Clerk explained that the expenditure for the Christmas trees needed to be authorised now
in order to allow sufficient time to order and install the trees.

RESOLVED

That, under the power of the Local Government Act 1972, s.144, members authorised the
expenditure of up to £3,200 excluding VAT on the supply, delivery and installation of two Christmas
trees.

19. TO CONSIDER AUTHORISING THE ADDITIONAL EXPENDITURE OF UP TO £1,500, EXCLUDING
VAT, FOR THE PROVISION OF CHRISTMAS LIGHTS ON ST PETER’S (SUDBURY ARTS CENTRE). THIS
WOULD BE AN ADDITIONAL CHARGE ON TOP OF THE CURRENT CHRISTMAS LIGHTS CONTRACT. STC
WOULD BE COMMITTED TO HAVE THESE EXTRA LIGHTS FOR TWO YEARS, BUT THE CHARGE FOR
CHRISTMAS 2027 WOULD PROBABLY BE UNDER £1,000

The Town Clerk explained that the June meeting of the Leisure and Environment Committee had asked
officers to check whether the Sudbury Arts Centre were happy to host additional Christmas lights on
St Peter’s Church and, if there were, to bring back costings for approval. Sudbury Arts Centre had
confirmed that they were in favour and the current Christmas lights contractor had quoted £1,500 for
the current year and £950 plus inflation for the next year.

Members were in favour of additional Christmas lights, but concerned about adding additional costs
to the budget.

RESOLVED

Not to authorise spending on additional of Christmas lights for St Peter’s Church (Sudbury Arts
Centre).
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20. TO AUTHORISE THE EXPENDITURE OF UP TO £20,000, EXCLUDING VAT, ON LEGAL AND
PROFESSIONAL FEES AS WELL AS BUILDING COSTS IN CONNECTION WITH FLINT LODGE

The Deputy Clerk explained that she had received detailed cost estimates from the solicitors for the
forthcoming legal work in relation to Flint Lodge. Much of the building repair work had been
completed, but the Babergh building enforcement officer had visited Flint Lodge and ordered work to
stop on repairs to areas of loose flint that had not previously been identified. Babergh required a new
listed building consent application, which had been submitted, and might take 6 to 8 weeks to consider
this before allowing repairs to the new areas of loose flint. The scaffolding would remain in place as
it was more expensive to remove and re-install it.

RESOLVED

That, under the power of the Local Government Act 1972, s.111, members authorised the
expenditure of up to a further £20,000, excluding VAT, on legal and professional fees as well as
building costs in connection with Flint Lodge.

RESOLVED

EXCLUSION OF PUBLIC (WHICH TERM INCLUDES THE PRESS)

That pursuant to the Public Bodies (Admission to Meetings) Act 1960 s.1(2), the public be excluded
from the meeting for the business specified in item 21 as the publicity would be prejudicial to the
public interest by reason of the confidential nature of the business to be transacted as the items
would need to discuss the private personal information of identifiable individuals and potential
future contracts.

21. TO RECEIVE AN UPDATE ON OTHER PRIVATE AND CONFIDENTIAL LEGAL, CONTRACTUAL AND
HR MATTERS

The Mayor welcomed Mr Matt Keogh, who had started work as the new Project Manager at the
beginning of August. As this was the first meeting of the council since the summer break, many
members had not had the opportunity to meet him.

The Town Clerk reminded members that they had authorised spending of up to £130,000 excluding
VAT for repairs to the chapel at the full council meeting on 9" September 2025. This had not been
spent, as the role of Project Manager had been vacant and there had been insufficient capacity to
arrange the work. The new Project Manager was making rapid progress with many important projects,
and he had examined the chapel and assessed the danger of further damage over the winter if the
building was not made weather-proof very soon. This could be done now under the existing financial
authorisation as a savings measure to prevent the overall project cost increasing due to further
deterioration.

Members noted that they had already authorised spending of up to £130,000 excluding VAT for
repairs to the chapel in the Newton Road Cemetery. This work was still required and an estimated
£10,000 of this would be spent as soon as possible to prevent further rain ingress over the winter,

whilst competitive bids were sought for the full restoration in 2027.

The business of the meeting was concluded at 9:20pm.

Chairman ..o
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Report for September 2026 to Sudbury Town Council S ff
TJSuffolk

From SCC Councillors Kerrie Turner and Philip Faircloth-Mutton County Council

Local Government Reorganisation for Suffolk Withdrawn

HM Government, following the legal challenge from the Suffolk County Council Reform UK
Administration, has withdrawn proposals to reorganise council structures in the county of
Suffolk.

This means Suffolk will continue to be organised on the existing structure. Elections will now
take place concurrently for Babergh District Council and Sudbury Town Council on 6 May
2027.

We welcome this decision, which will halt the costly disaggregation of high value care
services for residents across Suffolk and enable the County Council to move forward with
long term planning of public services.

Sudbury and Cornard benefit as Suffolk creates 648 new school and SEND places

More than 600 new school and SEND places will be available for children and young people
this academic year as Suffolk County Council continues to invest in education provision across
the county.

The new capacity includes 405 mainstream school places and 243 additional SEND places.
As local members, we are pleased to have secured 8 additional places at Hillside Special
School.

The programme supports the council’s newly published strategic priorities, which includes a
commitment to give children and young people the best possible start in life by ensuring they
can access the right support at the right time and in the most appropriate educational setting.
It also reflects the council’s ambition to strengthen local education provision and ensure that
children and young people with additional needs can receive support closer to home wherever
possible.

Sudbury’s Fire Station Commended

We wish to extend our thanks to our local firefighters for their bravery played in the recent
Dunwich Heath fire in the north of the county.

Citizens Advice Bureau and Upcher Girling Charity Local Appointment

Clir Turner has been appointed to the above-mentioned as the County Council’s local
representative.

Unlawful Travellers removed from Taylor Wimpey Chilton Woods Site

In August, Clir Faircloth-Mutton successfully secured the removal of unlawful occupants of

land adjacent to Aubrey Drive following complaints from local Chilton and Sudbury residents.
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Report for September 2026 to Sudbury Town Council S ff
TJSuffolk

From SCC Councillor Laura Smith County Council

Wildfire on Dunwich Heath

Only a week after the Reform UK administration at the council made the decision to scrap its
Climate Emergency Declaration, a wildfire broke out on Dunwich Heath in east Suffolk which
took several days to get under control and has caused an enormous amount of damage to
rare heathland habitat in one of the most beautiful and much-loved parts of the county.
Suffolk Fire and Rescue worked with firefighters from all over the country to get it under
control, at the height of the fire there were 120 firefighters tackling this blaze, with
displaced residents needing shelter and support. The local community rallied to open up
village halls to help, and local farmers helped to bring in water by tractor to terrain that
could not be reached by fire engines. This is only one of many climate change-related
incidents attended by blue light services over the summer, where intense heat and lack of
rain have made the Suffolk countryside a tinder box for fires. Whatever the cause of the fire,
it is climate change that created the conditions for this fire and others to burn so quickly and
for so long, and to be so difficult to get under control. There have also been claims in the
press and online that rewilding causes wildfires, but the evidence shows the opposite —
rewilded areas retain water better and remain green during hot weather. In any case,
Dunwich Heath is a traditionally managed nature reserve and is not a rewilding site. The
area that has been destroyed is the size of 210 football pitches.

Following the fire, the Suffolk Fire Brigade Union wrote to the Prime Minister to explain that
fire services need more investment in equipment in order to fight wildfires: systems to
collect water and clothing that was less heavy and boots for outdoor terrain for when crews
were required to walk for miles. He also highlighted the need to increase firefighter capacity
in the light of the number of fires and that more 4x4 vehicles would be useful. Suffolk
currently receives less than average funding from the government for its fire service,
although it is one of the driest areas in the country and is therefore more likely to be hit by
wildfires in our increasing hot, dry summers.

High Streets Matter: Support for Market Towns

Suffolk County Council is offering extra support to small independent and hospitality
businesses across the county via its new High Street Matters programme. Sudbury is set to
be an area of focus. This will offer 75 businesses a package of one-to-one advice, funding
opportunities and peer networking, with a view to help them become more resilient so high
streets can thrive. Interested businesses can find out more and register here:
https://www.newangliagrowthhub.co.uk/suffolks-high-streets-matter/

Changes to Councillor Policies

The new Reform UK administration at the council have decided to spend around £18k to
remodel the Leader’s office at Endeavour House, claiming these works were needed as there
was not enough room in the current Leader’s office. The rationale given for this work is that
there was not enough room for the group to work in the existing suite of rooms. Reform UK
have 41 councillors, but the previous Conservative administration had 54 councillors and
found the rooms adequate. The money is being spent to enlarge the Leader’s office into the
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meeting room next door. Only two people will have keycard access to this new large room,
so it is not likely to be used by the rest of the Reform group. Other changes prioritized by
the new Reform administration include a new policy on Pets in the Workplace, which
enables the Leader to bring in his dog while making it clear employees of the council are not
to do this, and a new dedicated carparking space for the Leader (since removed). We also
hear rumours that the recent change from Pepsi to Coca Cola being stocked in the canteen
is because the Leader prefers it.

Help to Replace Ageing Heating Systems

Suffolk public sector organisations (including all Suffolk councils) are partnering with Switch
Together, a community group-buying scheme, to make it easier for Suffolk residents to
replace ageing gas, oil or LPG boilers with heat pumps. Through the government's Boiler
Upgrade Scheme, eligible homeowners in England can receive a grant of £7,500 toward an
air source heat pump, or £9,000 for households currently heating with oil or LPG. The grant
is applied for upfront by the installer, so residents do not need to claim it back or repay it.
The scheme is open to homeowners and small business owners in England who are
replacing a fossil fuel heating system and hold a valid Energy Performance Certificate with
no outstanding major insulation recommendations. It is not means-tested, so there is no
income threshold to qualify, and the scheme is currently scheduled to run until 31 December
2027.

For more information about the scheme, please visit the Sustainable Suffolk website:
https://sustainablesuffolk.org.uk/what-we-do/projects/switch-together-suffolk/

Energy Efficiency Loans

Homeowners across Suffolk can now apply for a loan to help fund energy efficiency
improvements to their homes, thanks to a partnership between Suffolk County Council and
Lendology. The Warm Homes Suffolk Loan scheme offers eligible homeowners access to
loans from £2k to £15k at a fixed interest rate of 2.2% Annual Percentage Rate (APR), with
repayment terms of up to seven years. Borrowers may also repay their loan early without
penalty, subject to eligibility and loan terms. The funding is designed to support residents
who want to improve the energy performance of their homes while spreading the cost of
installation over a manageable period.

The loan can be used for a range of energy efficiency measures, including:

Solar photovoltaic (PV) systems

Solar battery storage

Solar thermal systems

Ground source heat pumps

Air source heat pumps

Double and triple glazed windows and doors

Loft, wall and floor insulation

Ventilation systems when installed alongside insulation measures

The scheme aims to help residents reduce their energy bills and make their homes better
insulated. For more information about the Warm Homes Suffolk Loan Scheme, please visit
the Lendology website: https://www.lendology.org.uk/partner/suffolk-council/
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Public Consultation on Cuts to Healthy Child Service

Finally, Suffolk County Council’s public consultation on proposed changes to its Healthy Child
Service has been extended for an extra month. The proposed changes include cessation of
the Young Person Pathway and Family Nurse Partnership, which provides specialist support
to parents under the age of 21 after they have a baby. The proposals also include removal
of the Community Staff Nurse role from Health Visiting teams, and the School Nursing
service becoming term-time only. The consultation now runs until 18 October, with a
decision likely to be made at Cabinet in November.

You can read through the proposals and respond to the consultation here if you have not
already done so: https://www.suffolk.gov.uk/council-and-democracy/consultations-petitions-
and-elections/consultations/healthy-child-services-consultations
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SOUTH SUFFOLK

Babergh Report September 2026
By Cllr Alison Owen

Cabinet approved on the 11" August

e Belle Vue Park area £68,155.01
e Belle Vue toilets and café £421,341.00
o Aubrey Drive Play area £54,958.61

BABERGH FUN DAY WEDNESDAY 12TH AUGUST

Babergh Fun Day was a fantastic free event for children and young people aged 5 to 16, giving
them the chance to try new activities, make friends and enjoy a fun-filled day in a safe and
welcoming environment. It was wonderful to see so many smiling faces, enthusiastic
participants and dedicated staff and volunteers helping to create such a positive experience.
Events like these provide valuable opportunities for young people to build confidence, learn new
skills and have fun during the school holidays.

Babergh are doing a survey on Dogs in the park, deadline September 11th.

This is the dogs in Belle Vue consultation: Have Your Say on Proposals to Make Belle Vue Park
Dog Friendly

Kingfisher

Kingfisher Scaffolding will be moving from front to the back shortly, there will be nighttime
working so work can be finished quicker.

SOCIAL CARE SURVEY

A major review into fixing the challenges facing social care — including proposals to create a
National Care Service —is under way, with residents of Babergh to have their say. Babergh
District Council is encouraging local people to contribute to the ‘Big Conversation on Care’,
which is described as a ‘landmark’ review into adult social care in the UK. The exercise is being
undertaken by the Casey Commission, following warnings from key figures that the national
adult social care system and needs significant change. Deborah Saw, leader of Babergh District
Council, said: “The Big Conversation asks people what they want and expect from a National
Care Service and how the country should pay for it. “In Babergh, more than a quarter of our
population are over the age of 65 compared to the national average of 18.5 per cent. "But, more
of the social care budget is moving away from the elderly to working age adults who have long
term health conditions. “Both groups rely on a patchwork of services and their families. An
increasing proportion of council tax will go to pay for social care. “Councils and central
government must work together 8to achieve radical change. “This is your chance to tell
Government what you need and want to see in the future. We must all take this opportunity.” To
have your say, visit caseycommission.co.uk/bigconversation.
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This is the social care survey: Take part online | The Casey Commission

Sustainable Communities Food Fund

The Sustainable Communities Food Fund has been established to
support small scale, community led, food initiatives such as community
pantries, fridges and food pop-ups.

Between £250 and £5,000 can be applied for, towards capital costs
such as the purchase of equipment, or revenue costs such as
workshops and delivering activities to clients or volunteers.

Kone Valey

Babergh explained that people may ride bikes at Kone Vale, as long as they respect other people
and the environment, and that it is now working with the Sudbury Common Lands Charity on
how to ensure safe use of the area. “We received complaints about bike jumps being built
across paths, forest school log circles being disturbed, and reports and evidence of fires being
lit, which has required us to take action,” a council spokesperson said. “The ramps that had
been built across the path are the only ones to have been removed so far. “Others remain,
although we ask that no new jumps are built, or further damage caused by new tracks being
created through the woods.
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Sudbury Town Council

Planning, Development and Highways Committee - Terms of
Reference 2026

Purpose of the Committee

1. Planning, Development and Highways Committee is established to ensure planning
consultations are dealt with in a timely manner and to co-ordinate all matters relating to
proposed development, including the Local Plan. It also oversees all those matters within
the Council’s remit which relate to highways, roads, street lighting, car parking, cyclepaths,
footpaths and bridleways.

2. The Committee will consist of eight members appointed by the Full Council. The
Mayor will be an additional ex-officio member, without voting rights. The Committee will
normally meet on every other Monday commencing at 6.30pm.

3. The Committee may appoint working groups whose terms of reference and
members shall be determined by the Committee. Members of working groups may include
non-councillors.

4, The committee has delegated authority from the Council to fulfil the following
responsibilities (including spending within its approved budget):

a. Planning
e Consideration of all planning consultations received relating to Sudbury and
determination of the Council’s response to the planning authorities.
e Consideration of the decisions of the local planning authorities in respect of
local planning applications.
e Consideration of local street naming proposals, planning appeals, planning
appeal decisions and planning enforcement cases.

b. Development
e Monitoring and advising the Town Council on new development proposals.
e Drafting any local plan for Sudbury.
e Commenting on the local plans and local public transport for surrounding
areas.

c. Highways
e Repair, maintenance and improvement of highways.
e Repair, maintenance and improvements of cyclepaths, footpaths and bridle
ways.
e Repair, maintenance and improvements of street lighting.
e Car parking and residents’ parking schemes.

Approved by Full Council 8 September 2026
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Sudbury Town Council

e Waiting restrictions and traffic orders.

e Road safety and speed reduction schemes
e Renaming and renumbering of streets.

e Street cleansing.

e Collection and disposal of refuse.

5. The Committee must produce a budget each year to cover forecast expenditure for
all these areas for approval by the Full Council. Any proposed unbudgeted expenditure will
require approval of the Finance Committee.

6. The committee delegates to the Town Clerk the authority to respond to planning
application and consultations when a response is required before the next meeting. In
these circumstances, the Town Clerk should email the details to all committee members
asking for their thoughts on the subject. If members feel that an extraordinary committee
meeting is necessary, they should summon one in accordance with Standing Order 6, and
the Town Clerk will not respond to the planning application until after the extraordinary
meeting.

Approved by Full Council 8 September 2026
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SUDBURY

TOWN COUNCIL

STRESS MANAGEMENT POLICY

1. PURPOSE

Sudbury Town Council are committed to protecting the health, safety and welfare of
our employees. We recognise that workplace stress is a health and safety issue and
acknowledge the importance of identifying and reducing workplace stressors.

This policy will apply to everyone in the company. Managers are responsible for
implementation, and the organisation is responsible for providing the necessary

resources.

2. SCOPE

This policy applies to:

The council will strive to support other personnel working on site including;

Employees

Volunteers

Councillors

Agency Workers
Contractors
Consultants

3. LEGAL AND REGULATORY FRAMEWORK

STC will manage this policy in accordance with:

Health and Safety Policy

Risk Management Strategy

Code of Conduct

Equality, Diversity and Inclusion Policy
Dignity at Work

Safeguarding Policy

Whistleblowing Policy

Member - Staff Relations Policy
Employee Privacy Notice

Sickness Absence Policy

Complaints and Grievance Policy and Procedures
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e Occupational Health and Wellbeing Support
¢ Model Councillor Code of Conduct

And the following:

e Health and Safety at Work Act 1974

e Management of Health and Safety at Work Regulations 1999
e Equality Act 2010

e HSE Management Standards for Work-Related Stress

4. MONITORING AND REVIEW

The Deputy Town Clerk will be responsible for monitoring the implementation and
effectiveness of this policy, supported by managers and the relevant Council
committee.

The Council will monitor indicators of work-related stress, including sickness
absence, staff turnover, exit interview feedback, grievances, bullying and
harassment complaints, and any relevant risk assessment findings, to identify
emerging trends and areas for improvement.

This policy will be reviewed every five years, or sooner where there are significant
changes in legislation, Health and Safety Executive (HSE) guidance, employment
best practice, organisational structure, or following any significant incident or
identified concern relating to work-related stress.

5. DEFINITION OF STRESS

The Health and Safety Executive define stress as ‘The adverse reaction people have
to excessive pressure or other types of demand placed on them’. This makes an
important distinction between pressure, which can be a positive state if managed
correctly, and stress which can be detrimental to health. The point at which
workplace pressures become excessive will, of course, vary with individual levels of
tolerance and with levels of pressure in other areas of life at times. Stress may affect
people in a variety of ways, and in serious cases may be a causative factor of a
physical or mental illness. In addition, people may interpret their experience of
stress in different ways, for example according to their philosophical or religious

belief.
6. POLICY

The Council’s stress policy provides a source of reference material for all staff
dealing with stress at work. Managing stress presents a challenge to all those
concerned, it can be difficult to identify and tackle, with an impact both on the
stressed person and those around them, seriously affecting quality of working lives
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and effectiveness in the workplace. It is therefore important to take prompt action
to prevent, minimise and take action to manage stress.

7. RESPONSIBILITIES

The Council aims to minimise the risk of stress through a management process
involving the identification, assessment and implementation of control measures to
workplace stressors. In support of these aims:

Managers

e Conduct and implement recommendations of risk assessments within their
area of responsibility

e Ensure good communication between management and staff, particularly
where there are organisational and procedural changes

e Ensure staff are fully trained and resourced to discharge their duties

o Undertake regular (at least two yearly) staff appraisals and departmental risk
assessments

e Ensure staff are provided with meaningful developmental opportunities

e Monitor workloads to ensure that people are not overloaded

e Monitor working hours and overtime to ensure that staff are not overworking.
Monitor holidays to ensure that staff are taking their full entitlement

e Supporting staff in recovering from sickness, including stress related illnesses
and managing the return to work after any period of sick leave

e Conduct exit interview with staff leaving the Council employment

e Attend training as requested in good management practice and health and
safety

e Ensure that bullying and harassment is not tolerated within their jurisdiction

e Be vigilant and offer additional support to a member of staff who is
experiencing stress outside work e.g. bereavement or separation

Employees

All staff have an individual responsibility to minimise the risk of any kind of harm to
themselves and their colleagues and to co-operate with the Council in its efforts to
manage work related stress.

If you are experiencing stress, we want you to tell us so we can help to do something
about it and give you the support you need. Stress can happen to anyone, and we
understand it can affect people differently. Stress isn't always work related, but we
will try to support you with things going on outside of work as well.

e Raise issues of concern with your Line Manager or one of the managers
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If you feel you cannot speak to one of the managers for any reason, other
sources of support include your GP, Occupational Health, HR or the
Employee Assistance Programme.

Try to recognise your own training and development needs and
communicate these to your manager

Work with your line manager to help understand what is causing the
problems, identify stressors and what changes are needed to your work or
working environment to help

Act on the advice given by the Occupational Health Service and your GP

Councillors

Councillors have an important role in promoting a positive, respectful and

supportive working environment. Councillors are expected to recognise that

inappropriate behaviour, unreasonable demands, bullying, harassment or poor

communication can contribute to stress and adversely affect the health, wellbeing

and performance of both employees and fellow councillors.

Communicate professionally and constructively, including during meetings,
correspondence and informal discussions

Respect the different roles of councillors and officers, recognising that
officers are employees of the Council and are responsible for providing
impartial professional advice and implementing Council decisions

Raise concerns about officer performance, conduct or Council services
through the appropriate management or formal Council procedures

Refrain from making unreasonable demands on officers, including excessive
or inappropriate contact outside normal working arrangements

Support a culture in which individuals feel able to raise concerns about stress,
wellbeing, bullying or unacceptable behaviour without fear of reprisal
Comply with the Council’'s Code of Conduct, EDI, Dignity at Work policies and
all relevant standards of behaviour

Stress Management Resources:

www.hse.gov.uk/stress

https://www.nhs.uk/mental-health/feelings-symptoms-behaviours/feelings-and-

symptoms/stress/

https://www.mind.org.uk/information-support/types-of-mental-health-

problems/stress/managing-stress-and-building-resilience/

https://www.mind.org.uk/media/lbahso3x/mind-wellness-action-plan-workplace.pdf
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https://www.acas.org.uk/managing-work-related-stress

https://www.suffolk.gov.uk/care-and-support-for-adults/keep-well-and-

active/mental-health-and-wellbeing

Policy Name Stress Management Policy
Current Status Adopted
Approved September 2026
Next Review Date | July 2031
Policy Owner Deputy Town Clerk
5
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S4:2 SUDBURY

G TOWN COUNCIL

INFORMATION TECHNOLOGY
AND COMMUNICATIONS
SYSTEMS POLICY

INCORPORATING
THE SOCIAL MEDIA POLICY
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1. PURPOSE

This policy sets the standards for the safe, lawful and professional use of Sudbury Town
Council’s (STC) information technology systems, communications systems, data, devices,
cloud services and social media channels.

The Town Clerk has overall responsibility for this policy, including keeping it under review.

This policy does not form part of any employee’s contract of employment and may be
updated at any time.

2. SCOPE

The policy applies to:
e Employees
e Agency workers
e Contractors
e Consultants
e Volunteers
e Councillors and Officers where council systems are used
e Any third party granted access to council systems or data

The purpose of this policy is to:
e Protect council information and systems
e Ensure compliance with UK data protection law and public sector obligations
e Reduce cyber security risk
e Ensure lawful and proportionate monitoring
e Protect the reputation of STC
e Ensure digital communications are managed as public records where required

Users must:
e Use council systems primarily for legitimate council business
e Protect confidential, personal and sensitive information
e Follow all IT security controls and guidance issued by authorised support providers
e Reportincidents, mistakes, suspicious activity and losses immediately
e Cooperate with investigations, audits, Freedom of Information (FOI) searches and
Subject Access Requests (SAR)

Failure to comply may result in disciplinary action and may amount to gross misconduct.

3. LEGAL AND REGULATORY FRAMEWORK

STC will manage this policy in accordance with:
e Data Protection Policy

o Data Retention Policy and Information Security Procedures
e Employee Privacy Notice
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e Loan of Council Property Policy

e Risk Management Strategy

e Disciplinary Policy and Procedure

e Health and Safety Policy

e Local Authority Publicity Code

¢ Model Councillor Code of Conduct

4. EQUIPMENT SECURITY, PASSWORDS AND ACCESS CONTROL

You are responsible for the security of the equipment allocated to or used by you, and you
must not allow it to be used by anyone other than in accordance with this policy. You must
use passwords on all IT equipment and be particularly careful with items that you take out
of the office.

All users must use unique passwords or passphrases for STC systems. They should ideally
include a random string of capital and lowercase letters, symbols and numbers.

You must keep your passwords confidential and change them every three months in line
with the STC Risk Management Strategy.

Passwords must never be:
e Shared with colleagues
e Written down insecurely

Where documents are password protected, ensure the password is never sent with the
protected document, send in a separate email or when appropriate via an alternative
method, such as a text message.

Where a device requires a Personal Identification Number (PIN), password or passkey to
access council records, systems or devices a physical record of the credentials must be
sealed in a dated, tamper evident envelope and securely retained by the Town Clerk. This
envelope may only be opened in the presence of at least two councillors. If opened in any
circumstance, the Clerk or IT lead must change the credentials immediately. The opening
must be reported to all members without delay and minuted formally at the next Full
Council meeting.

You must only log on to Sudbury Town Council systems using your own username and
y
password. You must not use another person’s username and password or allow anyone else

to log on using your username and password.

If you are away from your desk, you should log out or lock your computer. You must log
out and shut down your computer at the end of each working day.

5. DEVICES, EQUIPMENT AND PHYSICAL SECURITY

Users are responsible for the physical security of all council issued devices in line with the
STC Loan of Council Property Policy.

This includes, but is not limited to:
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e Llaptops
e Tablets
e Mobile Phones

e Removable media

Users must:
e Take reasonable care of the property
o Keep it secure at all times
e Not allow use by any third party
e Report faults immediately to your line manager
e Report loss, theft or damage immediately to your line manager
o The police must be informed and a crime number obtained for lost or
stolen electronic devices
e Return the item on request or at the end of the loan period
e Comply with all IT, Data Protection, Data Retention and cyber security
policies, including password protection, software updates, secure storage,
and immediate reporting of any suspected personal data breach.

If you are issued with portable IT equipment by STC, then you must make sure that
it is stored safely and securely when being transported. If you are using STC IT
equipment whilst in a public place, then others may be able to view your screen.
Please make sure that you do not display any confidential information when using
IT equipment in public.

If you are issued with any IT equipment (such as computers, monitors, keyboards,
or printers) then you must agree to return it to STC on demand and in any event, on
termination of your employment. You are responsible for maintaining any IT
equipmentissued in good condition. You are responsible for damage to any issued
IT equipment, other than that caused by reasonable wear and tear.

6. SYSTEMS, SOFTWARE, CLOUD SERVICES AND DATA SECURITY

Only authorised council systems, applications and cloud services may be used for STC
business. Unauthorised software must not be downloaded, installed or used without
authorisation from the Deputy Town Clerk or Town Clerk. Downloading unauthorised
software may interfere with our systems and may introduce viruses or other malware.

You must not remove or tamper with any software systems installed on the computers. If
you have an issue in relation to any software installed on your work computer, then you
should contact your line manager or IT Support.

Devices must not delay critical security patches and updates beyond the deadlines set by
[T support.

You must not attach any device or equipment including mobile phones, tablets or USB

storage devices to our systems without authorisation from the Deputy Town Clerk or the
Town Clerk.
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All data will be stored centrally on the STC Master Drive which will be backed up nightly by
our IT contractors.

Council information must not be stored on:
e Personal devices
e Personal email accounts

Sudbury Town Council data must only be downloaded and processed on equipment
owned and controlled by STC. If you foresee a business need to use any other equipment
such as portable devices you must have the prior written permission of the Deputy Town
Clerk or Town Clerk and a full data risk assessment in place.

USB Storage is prohibited unless specifically authorised by the Deputy Town Clerk or Town
Clerk. Where removable media is approved it must be:

e Encrypted

e Assetlogged

e Used only for specific business need

e Securely wiped after use

Data should be handled according to its sensitivity and in line with Data Protection and Data
Retention Policies. Sensitive data requires additional access controls and sharing
restrictions.

We monitor all e-mails passing through our system for viruses. You should exercise caution
when opening unsolicited e-mails from unknown sources. If an e-mail looks suspicious do
not reply to it, open any attachments or click any links in it.

You must inform the Deputy Town Clerk or the Town Clerk immediately if you suspect your
computer may have a virus.

7. ARTIFICIAL INTELLIGENCE (Al) AND AUTOMATED TOOLS
No STC information may be entered into public Al systems unless formally approved.

The following must never be entered into unapproved Al tools:
e Personal data
e Payroll information
e Legal advice
e Confidential minutes
e Procurement information
e Staffing matters
e Complaint records
e Safeguarding information
e Restricted committee papers

Any Al generated content must be:

e Fact checked
e Reviewed by a human

846



e Checked for bias and hallucination risk
e Checked for copyright risk
e Accessibility checked before publication

8. EMAIL, MESSAGING AND DIGITAL COMMUNICATIONS

You must use the STC standard e-mail signature and disclaimer for all emails. Adopt a
professional tone and observe appropriate etiquette when communicating with third
parties by email.

Remember that emails can be used in legal proceedings and that even deleted emails may
remain on the system and be capable of being retrieved.

It is possible to enter into a legally binding contract via email. If your job role involves the
negotiation of terms which could form a contract, then you should ensure that all
correspondence is headed ‘Subject to Contract'.

You must not send abusive, obscene, discriminatory, racist, harassing, derogatory,
defamatory, pornographic or otherwise inappropriate emails.

You should avoid the use of slang, emojis and ‘text speak’ when sending work emails.

You must not:

e Auto-forward STC email to personal accounts

e Use personal email for council business

e Send or forward private (non-council business) emails

e Use another user’s mailbox without authority

¢ Send messages under an assumed name

¢ Send offensive, discriminatory, harassing or defamatory material

e Send or forward chain mail, junk mail, cartoons, jokes or gossip

e Send or forward private emails at work which you would not want a third party to
read

e Contribute to system congestion by sending trivial messages or unnecessarily
copying or forwarding emails to others who do not have a real need to receive them

STC does not permit access to web-based personal e-mail such as Gmail or Hotmail on our
computer systems at any time due to additional security risks.

Where personal or confidential data is sent externally, approved encryption or secure
sharing methods must be used. This could include password protection or encryption tools
built directly into Outlook and Microsoft 365.

Bulk emails must use BCC or approved mailing tools.

Any email sent to the wrong recipient containing council information must be reported
immediately to the Person Responsible for Data Protection or the Town Clerk.
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STC business must not be conducted through personal WhatsApp, Signal, messenger or
similar services unless:

e Expressly authorised

e Records can be retained

e Messages are searchable

e Content can be disclosed under FOI and complaints processes

Disappearing messages must not be used for STC business.
9. USING THE INTERNET, INCLUDING PERSONAL USE

Internet access is provided primarily for business purposes. Occasional personal use,
including sending emails, web browsing and making telephone calls is permitted where it:

e Is minimal

e Takes place mainly during breaks

e Does notinterfere with work

e Does not create cost or cyber risk

e Personal emails should be labelled ‘Personal’ in the subject header

e Complies with all STC policies and procedures

You must not access:
e lllegal material
e Extremist content
e Pornography
e Gambling sites
e Malicious downloads
e Pirated media
e Offensive or discriminatory content

Even web content that is legal in the UK may be in sufficient bad taste to fall within this
prohibition. As a general rule, if any person (whether intended to view the page or not)
might be offended by the contents of a page, or if the fact that our software has accessed
the page or file might be a source of embarrassment if made public, then viewing it will be
a breach of this policy.

STC may block or restrict access to some websites and categories of content.
You must not use STC systems to post on chat rooms or social media sites unless you are
doing so as part of your job. For more guidance in this area please refer to the Social Media

section of this policy.

Personal use is a privilege and not a right. It must not be overused or abused. We may
withdraw permission for it at any time or restrict access at our discretion.

Inappropriate use or excessive personal use will be dealt with under the STC Disciplinary
Procedure.
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Creating, viewing, accessing, transmitting or downloading any of the following material will
usually amount to gross misconduct (this list is not exhaustive):

Pornographic material (that is, writing, pictures, films and video clips of a sexually
explicit or arousing nature)

Offensive, obscene, or criminal material or material which is liable to cause
embarrassment to us or to our clients

A false and defamatory statement about any person or organisation

Material which is discriminatory, offensive, derogatory or may cause embarrassment
to others (including material which breaches our Equal Opportunities Policy or our
Anti-harassment and Bullying Policy)

Confidential information about us or any of our staff or clients (except as authorised
in the proper performance of your duties)

Unauthorised software

Any other statement which is likely to create any criminal or civil liability (for you or
us)

Music or video files or other material in breach of copyright.

10. DISPLAY SCREEN EQUIPMENT AND SAFETY

Users who regularly use display screen equipment must:

Complete workstation self-assessments

Take regular screen breaks

Report discomfort or injury promptly to your line manager

Ensure chairs, screens and desks are safely arranged

Ensure cables and charging equipment do not create trip hazards

Users are entitled to request:

Workstation assessment support
Ergonomic equipment where justified
Eye test arrangements in accordance with STC policy

11. INCIDENT REPORTING, CYBER EVENTS AND DATA BREACHES

The following must be reported immediately:

Phishing emails

Suspicious links clicked

Ransomware messages

Unexpected Multi-factor Authentication (MFA) prompts
Lost or stolen devices

Suspected malware

Accidental disclosure

Wrong-recipient emails

Unauthorised access

Unusual system behaviour

Potential personal data breaches must be escalated immediately to the Person Responsible
for Data Protection to assess statutory reporting obligations.
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Failure to report a potential data breach promptly may itself be treated as misconduct.
12. MONITORING

Our systems enable us to monitor telephone, e-mail, voicemail, internet and other
communications.

For business reasons, and in order to carry out legal obligations in our role as an employer,
your use of our systems including the telephone and computer systems (including any
personal use) may be continually monitored by automated software or otherwise. We
reserve the right to retrieve the contents of e-mail messages or check internet usage
(including pages visited and searches made) as reasonably necessary in the interests of the
business.

STC may monitor the use of its systems for:
e Cyber security
e Service continuity
e Legal compliance
e Safeguarding information
e Detecting misconduct
e FOl searches and SAR compliance
e Records retention
e Business continuity

All monitoring will be:
e Lawful
e Proportionate
e Transparent
e Risk-based
e Undertaken in line with the employee privacy notice

13. USE OF PERSONAL DEVICES FOR WORK PURPOSES

STC's general rule is that personal devices are not allowed to be used for business
purposes. However, there may be circumstances where you need to use certain personal
devices (such as smartphones, laptops and tablets) for work. Any use must be in
accordance with the following rules:

e Any personal device (such as smartphones, laptops and tablets) must be approved
by the Town Clerk and/or IT Support before it can be connected to STC systems
and be used for work purposes. STC may require you to implement additional
security measures prior to approving your device for work use.

e When accessing work systems (e.g. intranet, CRM, cloud storage) from a personal
device, you must only use approved applications for file sharing, communication
and any remote work.

e When accessing work systems from a personal device, you must always connect
through a secure Virtual Private Network (VPN).

¢ You must not use personal email, storage or messaging apps for work related
communication or data transfer.
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e Any software systems installed on your device by STC to allow your device to be
used for work must not be tampered with or removed by you.

e STCreserves the right to monitor, intercept and remove any content on your device
which has been created by STC on our behalf to the extent permitted by law or for
our legitimate business purposes. Please see the Data Protection and Privacy
Notice for more detail. As your device is a personal one, we are aware that
inadvertent monitoring, interception, review and removal of personal data may
occur. You should have no expectation of privacy in relation to any data on the
device if you are using it for work purposes.

e You must delete any data relating to STC business which is stored locally on your
device as soon as it is no longer required.

e You must pay all costs associated with your device and its use, including technical
support.

e You must cooperate with STC and allow your device to be inspected at any time on
request. You will provide any necessary passwords or login details to enable us to
have full access.

¢ You must report any loss of the device immediately to the Town Clerk.

e If you leave STC's employment or propose to sell or transfer your device to
someone else, then you agree to present your device to STC prior to transfer /
termination to allow STC to remove all business software and data from it.

Any breach of these rules may result in us revoking your permission to use your device for
work purposes. It may also result in disciplinary action up to and including dismissal or, in
the case of a contractor or agency worker, the termination of your engagement.

14. BREACHES OF THIS POLICY

Any breaches of this policy will be handled under our Disciplinary Policy. In the case of
agency workers, contractors, casual workers and temporary staff, we reserve the right to
terminate your engagement in the event of a breach or an alleged breach of this Policy.

Certain behaviours in breach of this Policy may give rise to a criminal offence or other public
concern. We may pass any evidence collated to the police or other relevant authority.

If you become aware of conduct of others which may be in breach of this policy, you should
report your concern immediately to your line manager. Our Whistleblowing Policy
provides further guidance.

15. MONITORING AND REVIEW

The Town Clerk is responsible for monitoring the implementation and effectiveness of this
policy, supported by the Deputy Town Clerk, the Person Responsible for Data Protection,
managers and the Council's appointed IT support provider where appropriate.
Compliance with this policy will be monitored through security incident reports, data
breach investigations, audits, system monitoring, user feedback and changes in legislation,
technology or cyber security risks.

The policy will be reviewed at least every five years, or sooner where there are significant
changes in legislation, regulatory guidance, National Cyber Security Centre (NCSC)
recommendations, organisational requirements, or following a significant cyber security
incident, data breach or identified weakness in the Council's information governance
arrangements.
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SOCIAL MEDIA POLICY

1. PURPOSE

This policy is in the place to minimise the risks to our organisation through the use, both
business related and personal use, of social media.

This policy does not form part of any employee’s contract of employment and may be
updated at any time.

2. SCOPE

This section applies to:
e Official STC social media accounts
e Officer use of social media for council business
e Councillor use where STC branding, council business or civic roles are referenced
e Personal use that may affect STC
e Professional networking sites
e Video and community platforms
e Messaging channels used for public engagement

3. WHAT IS SOCIAL MEDIA ?

‘Social media’ includes online communications and applications through which
communications, media and messages can be shared. The ‘social’ aspect refers to the fact
that you are interacting and sharing with other people.

There are different types of social media, examples include:

e Social networks: the most well-known form of social media, such as Facebook,
LinkedIn and X.

e Media sharing networks: these are used for sharing photographs, videos and other
forms of media, such as Instagram and Snapchat.

e Discussion forums: these are forums where topics of interest can be discussed, such
as Reddit and Mumsnet.

e Consumer review networks: these are sites which allow you to leave reviews in
relation to products, services and brands such as TripAdvisor.

e Blogs: these are used for publishing and commenting on articles on different topics.
Many businesses have their own blogs on their corporate web platforms, and many
individuals have blogs chronicling things they wish to share.

4. OFFICIAL ACCOUNTS
Only authorised officers may create, manage or post on official STC accounts.
Post must be:

e Accurate
e Politically neutral unless lawfully required
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e Respectful

e Accessible

e Retained where they form public records

e Approved in line with delegated communications procedures

Official STC channels must clearly state expected response times and must make clear they
are not to be used for emergencies, safeguarding matters, crimes in progress or urgent
service failures.

5. PRE-ELECTION PERIOD AND PUBLICITY CONTROLS

During the pre-election period, all STC operated social media channels must comply with
the Local Authority Publicity Code and current LGA guidance.

Content must remain strictly politically neutral and must not:
e Promote or oppose any political party
e Promote any candidate or campaign
e Amplify councillor campaign messaging
e Comment on politically controversial issues unless legally necessary for service
delivery
e Publish content that could reasonably be perceived as influencing voters

Additional approval controls may be imposed by the Town Clerk during pre-election
periods.

6. ACCESIBILITY AND INCLUSIVE COMMUNICATIONS

All official social media communications must meet applicable public sector accessibility
standards. This includes, where relevant:

e Captions or subtitles for video

e Alternative text (Alt text) for images

e Readable colour contrast

e Plain English drafting

e Accessible document links

e Avoiding text heavy image posters where possible

7. COUNCILLOR, OFFICER AND CIVIL ROLE SEPARATION

STC managed accounts must not be used for party political purposes or personal
campaigning. Councillors must keep separate:

e Council civic role communications

e Personal political views

e Election campaigning messaging

e Party political activity

Where mayoral, chair or civic accounts are used, content must remain non-party political
unless clearly separate from STC managed channels.

12
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8. PERSONAL USE OF SOCIAL MEDIA

Occasional personal use of social media during working hours is permitted so long as it
does not involve unprofessional or inappropriate content, does not interfere with your
employment responsibilities or productivity and complies with this policy.

Be respectful to others when making any statement on social media and be aware that you
are personally responsible for all communications which will be published on the internet
for anyone to see.

There may be occasions when your actions on social media in a personal capacity impact
your employment with STC. Even if you do not name STC as your employer, people who
know you and where you work may still make an association with STC, or people might use

‘jigsaw’ identification (putting information together from more than one source) to discover
you work for STC. We have a right to protect our legitimate business interests.

Users must not post anything that:
e Damages STC reputation
¢ Discloses confidential information
e Undermines public trust
e Harasses or discriminates
e Prejudices investigations or staffing matters
e Compromises political neutrality requirements
e Interferes with live complaints, licensing, planning or standards matters
e Uses STC logos

Users must not actinappropriately in your interactions on social media. Thisincludes acting
in a discriminatory manner, harassing others or being rude online. Users must not make

any derogatory statements about any other person or business.

If in a social media profile, you disclose your association with STC, then you should make
sure that all postings maintain an appropriate professional style and content.

You must make clear that any opinions given are your personal ones.

You must not publish anything which may bring STC, or others associated with STC into
disrepute.

You must not publish anything that would be in breach of copyright or the rights of others.

You must not post to social media other than in your own name, and you must not pretend
to be another person, real or non-existent.

Any misuse of social media, including content that disparages or reflects poorly on STC
should be reported to the Town Clerk.

The contact details of business contacts made during the course of your employment are
our confidential information. On termination of employment, you must provide STC with a
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copy of all such information, delete all such information from your personal social
networking accounts and destroy any further copies of such information that you may have.

9. BUSINESS USE OF SOCIAL MEDIA

It is important that if you are posting or commenting on social media as a representative of
the Council, you behave appropriately and in a way which upholds our values.

If your duties require you to speak on behalf of Sudbury Town Council on social media, you
must seek approval for that communication from the Town Clerk. If you are contacted for
comments about the business for publication you should contact the Town Clerk for
support. Do not respond without written approval.

Any circumstance where you are posting as a proxy for the Council (so that the post reads
as if it came directly from STC) or as our representative, and any post or comment on a
platform where your association with STC is visible is regarded by us as ‘business use’ of
social media and the following rules apply:

¢ You should avoid slang.

e You should avoid inappropriate or rude language.

¢ Youshould only comment on matters which fall within your expertise or knowledge.

¢ You should not make any false or misleading statements.

e You should check spelling and grammar before posting any comments online.

e You should only post on topics which are relevant to our business

¢ You should never provide references for other individuals on social or professional
networking sites. These references, positive or negative, can create legal liability
for STC and for you.

¢ You should not post any confidential or otherwise sensitive information.

e If your post is posting as our representative, you should make sure that any post is
approved in advance by the Town Clerk.

10.PUBLIC RECORDS, MODERATION AND EVIDENCE RETENTION

Official posts, direct messages, screenshots, moderation actions and complaint related
exchanges may form public records and must be retained in line with the STC Data
Retention Policy.

Before removing abusive, threatening, defamatory or safeguarding related content,
authorised officers must preserve evidential screenshots where they may be:

e Legal relevance

e Safeguarding relevance

e Standards compliance relevance

e Police relevance

e Insurance relevance
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11.AI-GENERATED MEDIA, IMPERSONATION AND MISINFORMATION

Al-generated text, audio, video or images must not be published from STC official accounts
without:

e Human approval

e Factual verification

o Copyright review

e Accessibility review

e Misinformation risk assessment

Suspected fake accounts, impersonation, scam posts, manipulated media, cloned council
pages or misinformation affecting public safety or trust in council services must be
escalated immediately to the Business Manager or the Town Clerk.

12.MONITORING

STC may monitor, intercept and review any social media activity carried out using our IT
and communications systems as permitted under our Data Protection Policy to monitor
compliance with this policy.

STC may monitor, intercept and review social media accounts and posts if they are public.
STC may also review any content or post in a private or ‘member only’ forum or any deleted
post in either a public or private forum which is brought to our attention (for example by
the provision of screen shots).

13.BREACH OF THIS POLICY

Breach of this policy may result in disciplinary action up to and including dismissal. Any
member of staff suspected of committing a breach of this policy will be required to co-
operate with our investigation, which may involve handing over relevant passwords and
login details.

You may be required to remove any social media content that we consider to constitute a
breach of this policy. Failure to comply with such a request may in itself result in disciplinary
action.

Policy Name Information Technology & Communication Systems Policy,
incorporating Social Media Policy
Current Status Adopted
Approved September 2026
Next Review Date | July 2031
Policy Owner Deputy Town Clerk
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ACCEPTANCE OF SUDBURY TOWN COUNCIL’S
INFORMATION TECHNOLOGY AND COMMUNICATIONS POLICY, INCORPORATING SOCIAL MEDIA
POLICY

Name (PRINT IN CAPITALS)

| confirm that | have read and understood Sudbury Town Council’s Information Technology and
Communications Systems Policy.

| agree to abide by all aspects of this Policy

Signed Date
Witnessed by line manager Date
Name
Signed
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SUDBURY

TOWN COUNCIL

DATA PROTECTION POLICY

1. PURPOSE

Sudbury Town Council (STC) is committed to protecting the rights and freedoms
of individuals in relation to the processing of personal data and complying with
the requirements of:

The UK General Data Protection Regulation (UK GDPR)

The Data Protection Act 2018

The Privacy and Electronic Communications Regulations (PECR)

Relevant guidance issued by the Information Commissioner’s Office (ICO)
Any other applicable legislation and regulatory requirements relating to
information governance and data protection

This policy explains how STC collects, uses, stores, shares and disposes of
personal data and outlines the responsibilities of councillors, employees,
contractors, volunteers and third parties who process personal data on behalf of

STC.

STC recognises that good information governance is essential to maintaining
public confidence and delivering services lawfully, securely and transparently.

2. SCOPE
This policy applies to:

Employees

Councillors

Contractors

Consultants

Volunteers

Agency Workers

Anyone processing personal data on behalf of STC

This policy applies to all personal data processed by STC regardless of format
including:

Electronic records
Paper files

Audio recordings
CCTVimages
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Emails and correspondence
Cloud-based systems
Mobile devices

This policy should be read alongside our other policies relating to internet use,
email, CCTV, body-worn cameras, and trail cameras.

Failure to comply with this policy may result in disciplinary action and, where
appropriate, legal proceedings.

3. DEFINITIONS

Personal Data

Any information relating to an identified or identifiable living individual. Examples
include:

Names

Addresses

Email addresses
Telephone numbers
|dentification numbers
Payroll information

HR records

Online identifiers
Photographs

Special Category Data

Personal data requiring additional protection under UK GDPR, including:

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs
Trade Union membership

Genetic data

Biometric data used for identification
Health information

Sexual orientation or sex life

Criminal Offence Data

Information relating to criminal convictions, offences, allegations or related
security measures.
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Processing

Any operation carried out on personal data including collection, storage, use,
disclosure, sharing, deleting or destruction.

Data Subject

The individual to whom personal data relates.
4. DATA PROTECTION PRINCIPLES

STC will comply with the UK GDPR principles by ensuring personal data is:

Processed lawfully, fairly and transparently

Collected for specified, explicit and legitimate purposes
Adequate, relevant and limited to what is necessary

Accurate and kept up to date

Kept only for as long as necessary

Processed securely using appropriate technical and organisational
measures

STC will also demonstrate accountability by maintaining appropriate records,
policies, procedures and governance.

5. LAWFUL BASIS FOR PROCESSING

Before processing personal data STC will identify and document an appropriate
lawful basis under Article 6 UK GDPR.

STC primarily processes personal data under the following lawful bases:

o Public Task

o Legal Obligation

o Contract

o Vital Interests

o Legitimate Interests (where appropriate and balanced against individuals’
rights).

Consent will only be relied upon where it can be freely given, specific, informed
and capable of withdrawal.

Where special category data is processed, the Council will identify an additional
condition for processing under Article 9 UK GDPR and Schedule 1 of the Data
Protection Act 2018.

6. TRANSPARENCY AND PRIVACY NOTICES

STC will provide clear and accessible privacy notices explaining:

3
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o What personal data is collected

e« Why itis collected

o The lawful basis for processing

o How the information will be used

e Who it may be shared with

e How long it will be retained

e Individuals' rights

e How to contact the Council and the ICO.

Privacy notices will be reviewed regularly and updated where necessary.
7. INDIVIDUAL RIGHTS
Individuals have the following rights under UK GDPR:

e Rightto be informed

e Right of access

o Right to rectification

e Rightto erasure

e Right to restrict processing

e Right to data portability

e Rightto object

e Rights relating to automated decision-making and profiling.

The Council will respond to valid requests without undue delay and normally
within one calendar month.

The Council may request proof of identity before responding to requests.

Individuals have the right to complain to the Information Commissioner’s Office if
they are dissatisfied with how their personal data has been handled.

8. SUBJECT ACCESS REQUESTS
Any individual may request access to personal data held about them.

All Subject Access Request (SARs) must be forwarded immediately to the Person
Responsible for Data Protection.

STC will:

e Acknowledge requests promptly

o Verify the identity of the requester where appropriate

e Respond within one calendar month unless an extension is permitted under
law

e Provide information free of charge unless the request is manifestly
unfounded or excessive.
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Where exemptions apply, STC may withhold information in accordance with
applicable legislation.

A record of all SARs will be maintained.
9. ROLES AND RESPONSIBILITIES

STC

STC is the Data Controller for personal data processed in connection with its
functions and services.

Person Responsible for Data Protection

The Council has appointed a Person Responsible for Data Protection. They are
responsible for:

e Monitoring compliance with data protection legislation

e Advising the Council on data protection obligations

e Supporting Data Protection Impact Assessments (DPIAs)
e Providing guidance and training

e Monitoring breaches and incidents

e Acting as the contact point for the ICO and data subjects

The Person Responsible for Data Protection shall operate independently and
report directly to senior management or Full Council where necessary.

Managers
Managers are responsible for ensuring that:

e All staff understand and comply with this policy

e Appropriate security measures are implemented
e Personal data is processed lawfully

e Data protection risks are identified and managed

All Councillors, Employees and Workers

All individuals covered by this policy must:

e Process personal data only where authorised

e Keep personal data secure and confidential

e Report actual or suspected data breaches immediately
e Complete mandatory training

e Follow STC procedures and guidance
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10. INFORMATION SECURITY

STC will implement appropriate technical and organisational measures to protect
personal data against accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access. Security measures include:

e Strong password requirements

e Multi-factor authentication (MFA) where appropriate

e Encryption of devices and sensitive information

e Secure backups

e Access controls based on business need

e Anti-virus and endpoint protection

e Firewalls and network security

e Secure disposal of records and equipment

e Secure remote working arrangements

e Monitoring and auditing of systems

Personal data stored on laptops, tablets or mobile devices must be encrypted and
protected in accordance with STC information technology security requirements.

Paper records containing personal data must be stored securely and shredded or
confidentially disposed of when no longer required.

The use of removable media such as USB devices must be authorised and
appropriately secured.

11. REMOTE AND HYBRID WORKING

Where staff work remotely or in hybrid arrangements, they must:
e Use council-approved devices and systems
e Ensure screens are locked when unattended
e Prevent unauthorised viewing or disclosure of information
e Store paper files securely
e Report lost or stolen devices immediately

Public Wi-Fi should not be used for processing sensitive personal data unless
secure VPN access is in place and with prior agreement by the Person Responsible
for Data Protection or the Town Clerk.

12. DATA SHARING AND THIRD-PARTY PROCESSORS
STC may share personal data where lawful and necessary with:

e Government bodies
e Regulatory authorities
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e Other local authorities
e Professional advisers
e Contractors and service providers

Where third parties process personal data on behalf of STC, appropriate written
agreements compliant with Article 28 UK GDPR must be in place.

STC will undertake appropriate due diligence on suppliers and processors,
including consideration of:

¢ Information security standards
e Cyber security arrangements
e Data handling procedures

e International data transfers

Personal data will not be transferred outside the UK unless appropriate safeguards
are in place.

13. DATA PROTECTION BY DESIGN AND DATA PROTECTION IMPACT
ASSESSMENTS

Data protection and privacy considerations must be embedded into projects,
systems and processes from the outset.

STC will undertake Data Protection Impact Assessments (DPIAs) where processing
is likely to result in a high risk to individuals. Examples include:

e New IT systems

e CCTV projects

e Large-scale data sharing

e Use of special category data

e New technologies

e Artificial intelligence or automated processing

The Person Responsible for Data Protection or the Town Clerk must be consulted
before any significant new processing activity commences.

14. ARTIFICIAL INTELLIGENCE AND AUTOMATED PROCESSING

Where artificial intelligence (Al), automated tools or data analytics are used, STC
will ensure:

Processing remains lawful, fair and transparent

Human oversight is maintained

Risks are assessed through DPIAs where required
Bias and discrimination risks are considered

7
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e Appropriate safeguards are implemented

STC will not undertake solely automated decisions with legal or similarly significant
effects unless authorised by law and compliant with UK GDPR.

15. RECORDS MANAGEMENT AND RETENTION

STC will maintain records of processing activities and retain personal data only for
as long as necessary. Retention periods will be determined in accordance with:

e Legal and regulatory requirements
e Operational need

e |CO guidance

e NALC guidance

e The Council’s retention schedule

At the end of the retention period, information will be securely deleted,
anonymised or destroyed.

Retention schedules will be reviewed periodically.
16. DATA ACCURACY

STC will take reasonable steps to ensure personal data is accurate and up to date.
Individuals are encouraged to notify the Council of changes to their personal
information. Where inaccurate information is identified, it will be corrected or
updated promptly.

17. PERSONAL DATA BREACHES

All actual or suspected personal data breaches must be reported immediately to
the Person Responsible for Data Protection. Examples include:

e Loss or theft of devices or paperwork

¢ Sending information to the wrong recipient
e Unauthorised access to systems

o Cyber attacks

¢ Disclosure of confidential information

STC will:

e Investigate breaches promptly
e Maintain a breach register
e Assess risks to individuals
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o Implement remedial measures

e Notify the Information Commissioner’s Office (ICO) within 72 hours where
legally required

o Notify affected individuals where there is a high risk to their rights and
freedoms

Failure to report a breach may result in disciplinary action.
18. MARKETING AND COMMUNICATIONS

STC will comply with PECR and UK GDPR when undertaking electronic
communications or marketing activities. STC will ensure that:

o Communications are lawful and proportionate

e Individuals can opt out where applicable

e Mailing lists are maintained securely

o Consultation and community engagement activities are transparent

Direct marketing communications will only be undertaken where lawful.
19. TRAINING

All councillors, employees and relevant contractors must complete mandatory
data protection and information security training. Training will:

e Form part of the induction process
e Berefreshed annually

e Include cyber security awareness

o Cover phishing

e Be role specific

Completion of training is mandatory.
20. MONITORING, AUDIT AND COMPLIANCE
STC will monitor compliance with this policy through:

o Internal audits

e Risk assessments

o Compliance reviews
o Policy reviews

e Incident reporting

o DPIA monitoring

The Person Responsible for Data Protection will provide advice and
recommendations to improve compliance and reduce risk.
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21. CONSEQUENCES OF NON-COMPLIANCE
Failure to comply with this policy may result in:

o Disciplinary action

o Withdrawal of system access

o Referral to regulatory authorities

o Legal proceedings where appropriate

Any deliberate or reckless misuse of personal data may constitute gross
misconduct.

22. CONTACT DETAILS

Person Responsible for Data Protection
Sudbury Town Council

Town Hall

Old Market Place

Sudbury

Suffolk

CO101TL

Telephone: 01787 372331

Email: DPO@sudbury-tc.gov.uk

Information Commissioner’s Office
Wycliffe House,

Water Lane,

Wilmslow,

Cheshire,

SK9 5AF

Telephone: 0303 123 1113
https://ico.org.uk/make-a-complaint/
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https://scanner.topsec.com/?d=4028&r=auto&u=https%3A%2F%2Fico.org.uk%2Fmake-a-complaint%2F&t=2157aae3e7c537ffcf747ad79d332b236be7da36

SUDBURY

TOWN COUNCIL

DATA RETENTION POLICY

STC maintains a separate detailed Data Retention Schedule setting out:
o Categories of records held
e Minimum retention periods
o Disposal arrangements
o Legal and operational justification

The retention schedule will be reviewed regularly to ensure continued compliance
with legislation and operational requirements.

11
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DATA RETENTION SCHEDULE

Documentation Minimum Retention Justification
Period (with references)
Minute Books Indefinite Archive
Receipt and Payment Indefinite Archive
Accounts
Receipt Books (of all 6 years minimum (7 years | VAT requires this as a
kinds) adopted for admin minimum
consistency)
Bank Statements, 6 years minimum (7 years Audit
including deposit / adopted for admin
saving accounts consistency)
Bank Paying-In Books | 6 years minimum (7 years Audit

adopted for admin
consistency)

Quotations and Tenders

/ years

Limitation Act 1980

Paid Invoices

6 years minimum (7 years
adopted for admin
consistency)

VAT requires this as a
minimum

Paid Cheques

6 years minimum (7 years
adopted for admin
consistency)

Limitation Act 1980

VAT Records

6 years minimum (7 years
adopted for admin
consistency)

VAT requires this as a
minimum

Petty Cash and Postage

6 years minimum (7 years

Tax, VAT and Limitation

adopted for admin Act 1980
consistency)
Timesheets 6 years minimum (7 years Audit

adopted for admin
consistency)

HMRC, NMW and
Limitation Act 1980

Payroll Records

15 years

6 years minimum under
HMRC/NMW
requirements, but
retained for 15 years for
pension, employment
and NI dispute purposes

Insurance Policies

40 years from date on
which insurance was
commenced or was

renewed

Management

Certificates for Insurance
(against liability for
employees)

40 years from date on
which insurance was
commenced or renewed

The Employers’ Liability
(Compulsory Insurance)
Regulations 1998 (SI
2753)
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Title Deeds, Leases, Indefinite Audit
Agreements, Contracts Management
Members Allowances 6 years Tax, Limitation Act 1980
Register
Staff Related

Personnel Files

6 years after end of
employment

UK GDPR data
minimisation principles
and may be extended
where litigation,
safeguarding, pension or
insurance issues apply

Records Relating to
Disciplinary Proceedings

6 years after end of
employment

UK GDPR data
minimisation principles
and may be extended
where litigation,
safeguarding, pension or
insurance issues apply

Records of Recruitment
for Unsuccessful
Candidates

6 months after
completion of the
recruitment process

To defend against
discrimination claims.
This is because the time
limit for discrimination
claims is 3 months but
takes into account a
potential extension
under the rules of early
conciliation, it could be
around 5 months before
the employer hears of
the claim against it

General Enquiries

Any query taken in the
office that may require
personal details to

2 years
unless correspondence
forms part of a complaint,

Management, because
we might get a question
up to 2 years after they

respond legal matter or contract contact us
Market
Stall Holder Details 2 years Management, because
we might get a question
up to 2 years after they
leave the market
Events
Stall Holder / Participant 2 years Management, because
Details we might get a question
up to 2 years after they
leave the market
Town Hall
Applications to Hire / years VAT
Lettings Diary Indefinite Archive
13
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Invoices to Hirers / years VAT
Allotments
Waiting List Remain while application Management
remains active, review UK GDPR

annually and remove
inactive applicants after 2
years without response

Allocation List

Indefinite

Current Information

Ex-plot Holders' Details

2 years after giving up
the plot

Audit
Management because
we might get a question
up to 2 years after they
leave the plot

Cemetery

Register of Fees
Collected

/ years

Audit

Register of Burials

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(S1 204)

Register / plan of grave
plots

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(S1204)

Register of Memorials

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(S1 204)

Notice of Interment

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(SI 204)

Disposal Certificates

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(S1204)

Copy Certificates of
Grant of Exclusive Right
of Burial

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(SI 204)

Applications for the right
to erect memorials

Indefinite

Management, where
linked to grave ownership
records

Register of Purchased
Graves

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(S1 204)
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Retention periods shown are minimum periods. Records may be retained longer
where required for legal proceedings, insurance claims, audit, safeguarding,
pension administration, public interest archiving, or statutory inquiry purposes.
Records containing personal data shall be reviewed in accordance with UK GDPR
data minimisation principles.

Policy Name Data Protection Policy inc. Data Retention Policy
Current Status Adopted
Approved September 2026
Next Review Date | July 2031
Policy Owner Clare Morgan
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