Policy and Resources 16 July 2026

SUDBURY TOWN COUNCIL
MINUTES OF THE MEETING OF THE POLICY AND RESOURCES COMMITTEE HELD IN
SUDBURY TOWN HALL ON THURSDAY 16™ JULY 2026 AT 6.30PM

Committee members present: Mrs M Barrett — Chair
Mr S Hall
Mrs J Osborne
Mr T Regester
Mr A Welsh

Officers in attendance: Mr C Griffin — Town Clerk

1. SUBSTITUTES AND APOLOGIES

Apologies were received from Councillor Mr K Graham.

2. DECLARATIONS OF INTERESTS

Councillor Mr T Regester declared that he was a Babergh District Councillor.

3. DECLARATION OF GIFTS AND HOSPITALITY

No declarations of gifts or hospitality were made.

4. REQUESTS FOR DISPENSATION

No requests for dispensation had been received.

5. MINUTES
RESOLVED

That the minutes of the Policy and Resources Committee meeting held on the 9% April 2026 be
confirmed and signed as an accurate record.

6. ACTIONS FROM THE PREVIOUS MEETING

The Town Clerk confirmed that the actions from the previous meeting had been taken to the full
council for adoption.
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7. TO ELECT A VICE-CHAIR OF THE COMMITTEE

It was proposed and seconded that Councillor Mr T Regester be appointed vice-chair of the
committee. There were no other nominations.

RESOLVED
That Councillor Mr T Regester be appointed vice-chair of the Policy and Resources Committee.

8. TO REVIEW AND APPROVE THE DRAFT STRESS MANAGEMENT POLICY

The draft Stress Management Policy had been circulated with the agenda and each paragraph was
reviewed by the committee on the display screen.

RESOLVED
To recommend that the full council adopt the Stress Management Policy shown at pages 722 to
726.

9. TO REVIEW AND APPROVE THE DRAFT IT AND COMMUNICATIONS SYSTEMS POLICY,
INCORPORATING THE SOCIAL MEDIA POLICY

The draft IT and Communications Systems Policy, incorporating the Social Media Policy had been
circulated with the agenda and each paragraph was reviewed by the committee on the display
screen.

RESOLVED

To recommend that the full council adopt the draft IT and Communications Systems Policy,
incorporating the Social Media Policy shown at pages 727 to 742.

10. TO REVIEW AND APPROVE THE DRAFT DATA PROTECTION POLICY

The draft Data Protection Policy had been circulated with the agenda and each paragraph was
reviewed by the committee on the display screen.

RESOLVED
To recommend that the full council adopt the draft Data Protection Policy shown at pages 743 to
757.

The meeting concluded at 8:00 pm

Chairman
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SUDBURY

TOWN COUNCIL

STRESS MANAGEMENT POLICY

1. PURPOSE

Sudbury Town Council are committed to protecting the health, safety and welfare of
our employees. We recognise that workplace stress is a health and safety issue and
acknowledge the importance of identifying and reducing workplace stressors.

This policy will apply to everyone in the company. Managers are responsible for
implementation, and the organisation is responsible for providing the necessary

resources.

2. SCOPE

This policy applies to:

[ ]

The council will strive to support other personnel working on site including;

Employees
Volunteers
Councillors

Agency Workers
Contractors
Consultants

3. LEGAL AND REGULATORY FRAMEWORK

STC will manage this policy in accordance with:

[ ]

Health and Safety Policy

Risk Management Strategy

Code of Conduct

Equality, Diversity and Inclusion Policy
Dignity at Work

Safeguarding Policy

Whistleblowing Policy

Member - Staff Relations Policy
Employee Privacy Notice

Sickness Absence Policy

Complaints and Grievance Policy and Procedures
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e Occupational Health and Wellbeing Support
e Model Councillor Code of Conduct

And the following:

e Health and Safety at Work Act 1974

¢ Management of Health and Safety at Work Regulations 1999
e Equality Act 2010

e HSE Management Standards for Work-Related Stress

4. MONITORING AND REVIEW

The Deputy Town Clerk will be responsible for monitoring the implementation and
effectiveness of this policy, supported by managers and the relevant Council
committee.

The Council will monitor indicators of work-related stress, including sickness
absence, staff turnover, exit interview feedback, grievances, bullying and
harassment complaints, and any relevant risk assessment findings, to identify
emerging trends and areas for improvement.

This policy will be reviewed every five years, or sooner where there are significant
changes in legislation, Health and Safety Executive (HSE) guidance, employment
best practice, organisational structure, or following any significant incident or
identified concern relating to work-related stress.

5. DEFINITION OF STRESS

The Health and Safety Executive define stress as ‘The adverse reaction people have
to excessive pressure or other types of demand placed on them’. This makes an
important distinction between pressure, which can be a positive state if managed
correctly, and stress which can be detrimental to health. The point at which
workplace pressures become excessive will, of course, vary with individual levels of
tolerance and with levels of pressure in other areas of life at times. Stress may affect
people in a variety of ways, and in serious cases may be a causative factor of a
physical or mental illness. In addition, people may interpret their experience of

stress in different ways, for example according to their philosophical or religious
belief.

6. POLICY

The Council's stress policy provides a source of reference material for all staff
dealing with stress at work. Managing stress presents a challenge to all those
concerned, it can be difficult to identify and tackle, with an impact both on the
stressed person and those around them, seriously affecting quality of working lives
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and effectiveness in the workplace. It is therefore important to take prompt action
to prevent, minimise and take action to manage stress.

7. RESPONSIBILITIES

The Council aims to minimise the risk of stress through a management process
involving the identification, assessment and implementation of control measures to
workplace stressors. In support of these aims:

Managers

e Conduct and implement recommendations of risk assessments within their
area of responsibility

e Ensure good communication between management and staff, particularly
where there are organisational and procedural changes

e Ensure staff are fully trained and resourced to discharge their duties

e Undertake regular (at least two yearly) staff appraisals and departmental risk
assessments

e Ensure staff are provided with meaningful developmental opportunities

e Monitor workloads to ensure that people are not overloaded

e Monitor working hours and overtime to ensure that staff are not overworking.
Monitor holidays to ensure that staff are taking their full entittement

e Supporting staff in recovering from sickness, including stress related illnesses
and managing the return to work after any period of sick leave

e Conduct exit interview with staff leaving the Council employment

e Attend training as requested in good management practice and health and
safety

e Ensure that bullying and harassment is not tolerated within their jurisdiction

e Be vigilant and offer additional support to a member of staff who is
experiencing stress outside work e.g. bereavement or separation

Employees

All staff have an individual responsibility to minimise the risk of any kind of harm to
themselves and their colleagues and to co-operate with the Council in its efforts to
manage work related stress.

If you are experiencing stress, we want you to tell us so we can help to do something
about it and give you the support you need. Stress can happen to anyone, and we
understand it can affect people differently. Stress isn't always work related, but we
will try to support you with things going on outside of work as well.

e Raise issues of concern with your Line Manager or one of the managers
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If you feel you cannot speak to one of the managers for any reason, other
sources of support include your GP, Occupational Health, HR or the
Employee Assistance Programme.

Try to recognise your own training and development needs and
communicate these to your manager

Work with your line manager to help understand what is causing the
problems, identify stressors and what changes are needed to your work or
working environment to help

Act on the advice given by the Occupational Health Service and your GP

Councillors

Councillors have an important role in promoting a positive, respectful and
supportive working environment. Councillors are expected to recognise that

inappropriate behaviour, unreasonable demands, bullying, harassment or poor
communication can contribute to stress and adversely affect the health, wellbeing
and performance of both employees and fellow councillors.

Communicate professionally and constructively, including during meetings,
correspondence and informal discussions

Respect the different roles of councillors and officers, recognising that
officers are employees of the Council and are responsible for providing
impartial professional advice and implementing Council decisions

Raise concerns about officer performance, conduct or Council services
through the appropriate management or formal Council procedures

Refrain from making unreasonable demands on officers, including excessive
or inappropriate contact outside normal working arrangements

Support a culture in which individuals feel able to raise concerns about stress,
wellbeing, bullying or unacceptable behaviour without fear of reprisal
Comply with the Council’'s Code of Conduct, EDI, Dignity at Work policies and
all relevant standards of behaviour

Stress Management Resources:

www.hse.gov.uk/stress

https://www.nhs.uk/mental-health/feelings-symptoms-behaviours/feelings-and-

symptoms/stress/

https://www.mind.org.uk/information-support/types-of-mental-health-

problems/stress/managing-stress-and-building-resilience/

https://www.mind.org.uk/media/lbahso3x/mind-wellness-action-plan-workplace.pdf
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https://www.acas.org.uk/managing-work-related-stress

https://www.suffolk.gov.uk/care-and-support-for-adults/keep-well-and-

active/mental-health-and-wellbeing

Policy Name Stress Management Policy
Current Status Draft
Approved
Next Review Date | July 2031
Policy Owner Deputy Town Clerk
5
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‘9! TOWN counciL

INFORMATION TECHNOLOGY
AND COMMUNICATIONS
SYSTEMS POLICY

INCORPORATING
THE SOCIAL MEDIA POLICY
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1. PURPOSE

This policy sets the standards for the safe, lawful and professional use of Sudbury Town
Council’s (STC) information technology systems, communications systems, data, devices,
cloud services and social media channels.

The Town Clerk has overall responsibility for this policy, including keeping it under review.

This policy does not form part of any employee’s contract of employment and may be
updated at any time.

2. SCOPE

The policy applies to:
e Employees
e Agency workers
e Contractors
e Consultants
e Volunteers
e Councillors and Officers where council systems are used
e Any third party granted access to council systems or data

The purpose of this policy is to:
e Protect council information and systems
e Ensure compliance with UK data protection law and public sector obligations
e Reduce cyber security risk
e Ensure lawful and proportionate monitoring
e Protect the reputation of STC
e Ensure digital communications are managed as public records where required

Users must:
e Use council systems primarily for legitimate council business
e Protect confidential, personal and sensitive information
e Follow all IT security controls and guidance issued by authorised support providers
e Report incidents, mistakes, suspicious activity and losses immediately
e Cooperate with investigations, audits, Freedom of Information (FOI) searches and
Subject Access Requests (SAR)

Failure to comply may result in disciplinary action and may amount to gross misconduct.

3. LEGAL AND REGULATORY FRAMEWORK

STC will manage this policy in accordance with:
e Data Protection Policy

e Data Retention Policy and Information Security Procedures
e Employee Privacy Notice
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e Loan of Council Property Policy

e Risk Management Strategy

e Disciplinary Policy and Procedure

e Health and Safety Policy

e Local Authority Publicity Code

e Model Councillor Code of Conduct

4. EQUIPMENT SECURITY, PASSWORDS AND ACCESS CONTROL

You are responsible for the security of the equipment allocated to or used by you, and you
must not allow it to be used by anyone other than in accordance with this policy. You must
use passwords on all IT equipment and be particularly careful with items that you take out
of the office.

All users must use unique passwords or passphrases for STC systems. They should ideally
include a random string of capital and lowercase letters, symbols and numbers.

You must keep your passwords confidential and change them every three months in line
with the STC Risk Management Strategy.

Passwords must never be:
e Shared with colleagues
e Written down insecurely

Where documents are password protected, ensure the password is never sent with the
protected document, send in a separate email or when appropriate via an alternative
method, such as a text message.

Where a device requires a Personal Identification Number (PIN), password or passkey to
access council records, systems or devices a physical record of the credentials must be
sealed in a dated, tamper evident envelope and securely retained by the Town Clerk. This
envelope may only be opened in the presence of at least two councillors. If opened in any
circumstance, the Clerk or IT lead must change the credentials immediately. The opening
must be reported to all members without delay and minuted formally at the next Full
Council meeting.

u must o udbu w unci usi ur own use
You must only log on to Sudbury Town Council systems using your own username and
password. You must not use another person’s username and password or allow anyone else

to log on using your username and password.

If you are away from your desk, you should log out or lock your computer. You must log
out and shut down your computer at the end of each working day.

5. DEVICES, EQUIPMENT AND PHYSICAL SECURITY

Users are responsible for the physical security of all council issued devices in line with the
STC Loan of Council Property Policy.

This includes, but is not limited to:
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e Llaptops

e Tablets

e Mobile Phones

e Removable media

Users must:
e Take reasonable care of the property
e Keep itsecure at all times
e Not allow use by any third party
e Report faults immediately to your line manager
e Report loss, theft or damage immediately to your line manager
o The police must be informed and a crime number obtained for lost or
stolen electronic devices
e Return the item on request or at the end of the loan period
e Comply with all IT, Data Protection, Data Retention and cyber security
policies, including password protection, software updates, secure storage,
and immediate reporting of any suspected personal data breach.

If you are issued with portable IT equipment by STC, then you must make sure that
it is stored safely and securely when being transported. If you are using STC IT
equipment whilst in a public place, then others may be able to view your screen.
Please make sure that you do not display any confidential information when using
IT equipment in public.

If you are issued with any IT equipment (such as computers, monitors, keyboards,
or printers) then you must agree to return it to STC on demand and in any event, on
termination of your employment. You are responsible for maintaining any IT
equipmentissued in good condition. You are responsible for damage to any issued
IT equipment, other than that caused by reasonable wear and tear.

6. SYSTEMS, SOFTWARE, CLOUD SERVICES AND DATA SECURITY

Only authorised council systems, applications and cloud services may be used for STC
business. Unauthorised software must not be downloaded, installed or used without
authorisation from the Deputy Town Clerk or Town Clerk. Downloading unauthorised
software may interfere with our systems and may introduce viruses or other malware.

You must not remove or tamper with any software systems installed on the computers. If
you have an issue in relation to any software installed on your work computer, then you
should contact your line manager or IT Support.

Devices must not delay critical security patches and updates beyond the deadlines set by
IT support.

You must not attach any device or equipment including mobile phones, tablets or USB

storage devices to our systems without authorisation from the Deputy Town Clerk or the
Town Clerk.
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All data will be stored centrally on the STC Master Drive which will be backed up nightly by
our IT contractors.

Council information must not be stored on:
e Personal devices
e Personal email accounts

Sudbury Town Council data must only be downloaded and processed on equipment
owned and controlled by STC. If you foresee a business need to use any other equipment
such as portable devices you must have the prior written permission of the Deputy Town
Clerk or Town Clerk and a full data risk assessment in place.

USB Storage is prohibited unless specifically authorised by the Deputy Town Clerk or Town
Clerk. Where removable media is approved it must be:

e Encrypted

e Assetlogged

e Used only for specific business need

e Securely wiped after use

Data should be handled according to its sensitivity and in line with Data Protection and Data
Retention Policies. Sensitive data requires additional access controls and sharing
restrictions.

We monitor all e-mails passing through our system for viruses. You should exercise caution
when opening unsolicited e-mails from unknown sources. If an e-mail looks suspicious do
not reply to it, open any attachments or click any links in it.

You must inform the Deputy Town Clerk or the Town Clerk immediately if you suspect your
computer may have a virus.

7. ARTIFICIAL INTELLIGENCE (Al) AND AUTOMATED TOOLS
No STC information may be entered into public Al systems unless formally approved.

The following must never be entered into unapproved Al tools:
e Personal data
e Payroll information
e Legal advice
e Confidential minutes
e Procurement information
e Staffing matters
e Complaint records
e Safeguarding information
e Restricted committee papers

Any Al generated content must be:

e Factchecked
e Reviewed by a human
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e Checked for bias and hallucination risk
e Checked for copyright risk
e Accessibility checked before publication

8. EMAIL, MESSAGING AND DIGITAL COMMUNICATIONS

You must use the STC standard e-mail signature and disclaimer for all emails. Adopt a
professional tone and observe appropriate etiquette when communicating with third
parties by email.

Remember that emails can be used in legal proceedings and that even deleted emails may
remain on the system and be capable of being retrieved.

It is possible to enter into a legally binding contract via email. If your job role involves the
negotiation of terms which could form a contract, then you should ensure that all
correspondence is headed 'Subject to Contract'.

You must not send abusive, obscene, discriminatory, racist, harassing, derogatory,
defamatory, pornographic or otherwise inappropriate emails.

You should avoid the use of slang, emojis and ‘text speak’ when sending work emails.

You must not:

e Auto-forward STC email to personal accounts

e Use personal email for council business

e Send or forward private (non-council business) emails

¢ Use another user's mailbox without authority

¢ Send messages under an assumed name

¢ Send offensive, discriminatory, harassing or defamatory material

e Send or forward chain mail, junk mail, cartoons, jokes or gossip

e Send or forward private emails at work which you would not want a third party to
read

e Contribute to system congestion by sending trivial messages or unnecessarily
copying or forwarding emails to others who do not have a real need to receive them

STC does not permit access to web-based personal e-mail such as Gmail or Hotmail on our
computer systems at any time due to additional security risks.

Where personal or confidential data is sent externally, approved encryption or secure
sharing methods must be used. This could include password protection or encryption tools
built directly into Outlook and Microsoft 365.

Bulk emails must use BCC or approved mailing tools.

Any email sent to the wrong recipient containing council information must be reported
immediately to the Person Responsible for Data Protection or the Town Clerk.
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STC business must not be conducted through personal WhatsApp, Signal, messenger or
similar services unless:

e Expressly authorised

e Records can be retained

e Messages are searchable

e Content can be disclosed under FOI and complaints processes

Disappearing messages must not be used for STC business.

9. USING THE INTERNET, INCLUDING PERSONAL USE

Internet access is provided primarily for business purposes. Occasional personal use,
including sending emails, web browsing and making telephone calls is permitted where it:

e Is minimal

e Takes place mainly during breaks

e Does not interfere with work

e Does not create cost or cyber risk

e Personal emails should be labelled ‘Personal’ in the subject header

e Complies with all STC policies and procedures

You must not access:
e lllegal material
e Extremist content
e Pornography
e Gambling sites
e Malicious downloads
e Pirated media
e Offensive or discriminatory content

Even web content that is legal in the UK may be in sufficient bad taste to fall within this
prohibition. As a general rule, if any person (whether intended to view the page or not)
might be offended by the contents of a page, or if the fact that our software has accessed
the page or file might be a source of embarrassment if made public, then viewing it will be
a breach of this policy.

STC may block or restrict access to some websites and categories of content.
You must not use STC systems to post on chat rooms or social media sites unless you are
doing so as part of your job. For more guidance in this area please refer to the Social Media

section of this policy.

Personal use is a privilege and not a right. It must not be overused or abused. We may
withdraw permission for it at any time or restrict access at our discretion.

Inappropriate use or excessive personal use will be dealt with under the STC Disciplinary
Procedure.
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Creating, viewing, accessing, transmitting or downloading any of the following material will
usually amount to gross misconduct (this list is not exhaustive):

Pornographic material (that is, writing, pictures, films and video clips of a sexually
explicit or arousing nature)

Offensive, obscene, or criminal material or material which is liable to cause
embarrassment to us or to our clients

A false and defamatory statement about any person or organisation

Material which is discriminatory, offensive, derogatory or may cause embarrassment
to others (including material which breaches our Equal Opportunities Policy or our
Anti-harassment and Bullying Policy)

Confidential information about us or any of our staff or clients (except as authorised
in the proper performance of your duties)

Unauthorised software

Any other statement which is likely to create any criminal or civil liability (for you or
us)

Music or video files or other material in breach of copyright.

10. DISPLAY SCREEN EQUIPMENT AND SAFETY

Users who regularly use display screen equipment must:

Complete workstation self-assessments

Take regular screen breaks

Report discomfort or injury promptly to your line manager

Ensure chairs, screens and desks are safely arranged

Ensure cables and charging equipment do not create trip hazards

Users are entitled to request:

Workstation assessment support
Ergonomic equipment where justified
Eye test arrangements in accordance with STC policy

11. INCIDENT REPORTING, CYBER EVENTS AND DATA BREACHES

The following must be reported immediately:

Phishing emails

Suspicious links clicked

Ransomware messages

Unexpected Multi-factor Authentication (MFA) prompts
Lost or stolen devices

Suspected malware

Accidental disclosure

Wrong-recipient emails

Unauthorised access

Unusual system behaviour

Potential personal data breaches must be escalated immediately to the Person Responsible
for Data Protection to assess statutory reporting obligations.
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Failure to report a potential data breach promptly may itself be treated as misconduct.
12. MONITORING

Our systems enable us to monitor telephone, e-mail, voicemail, internet and other
communications.

For business reasons, and in order to carry out legal obligations in our role as an employer,
your use of our systems including the telephone and computer systems (including any
personal use) may be continually monitored by automated software or otherwise. We
reserve the right to retrieve the contents of e-mail messages or check internet usage
(including pages visited and searches made) as reasonably necessary in the interests of the
business.

STC may monitor the use of its systems for:
e Cybersecurity
e Service continuity
e Legal compliance
e Safeguarding information
e Detecting misconduct
e FOlsearches and SAR compliance
e Records retention
e Business continuity

All monitoring will be:
o Lawful
e Proportionate
e Transparent
e Risk-based
e Undertaken in line with the employee privacy notice

13. USE OF PERSONAL DEVICES FOR WORK PURPOSES

STC's general rule is that personal devices are not allowed to be used for business
purposes. However, there may be circumstances where you need to use certain personal
devices (such as smartphones, laptops and tablets) for work. Any use must be in
accordance with the following rules:

e Any personal device (such as smartphones, laptops and tablets) must be approved
by the Town Clerk and/or IT Support before it can be connected to STC systems
and be used for work purposes. STC may require you to implement additional
security measures prior to approving your device for work use.

e When accessing work systems (e.g. intranet, CRM, cloud storage) from a personal
device, you must only use approved applications for file sharing, communication
and any remote work.

e When accessing work systems from a personal device, you must always connect
through a secure Virtual Private Network (VPN).

e You must not use personal email, storage or messaging apps for work related
communication or data transfer.
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e Any software systems installed on your device by STC to allow your device to be
used for work must not be tampered with or removed by you.

e STCreserves the right to monitor, intercept and remove any content on your device
which has been created by STC on our behalf to the extent permitted by law or for
our legitimate business purposes. Please see the Data Protection and Privacy
Notice for more detail. As your device is a personal one, we are aware that
inadvertent monitoring, interception, review and removal of personal data may
occur. You should have no expectation of privacy in relation to any data on the
device if you are using it for work purposes.

e You must delete any data relating to STC business which is stored locally on your
device as soon as itis no longer required.

e You must pay all costs associated with your device and its use, including technical
support.

e You must cooperate with STC and allow your device to be inspected at any time on
request. You will provide any necessary passwords or login details to enable us to
have full access.

e You must report any loss of the device immediately to the Town Clerk.

e If you leave STC's employment or propose to sell or transfer your device to
someone else, then you agree to present your device to STC prior to transfer /
termination to allow STC to remove all business software and data from it.

Any breach of these rules may result in us revoking your permission to use your device for
work purposes. It may also resultin disciplinary action up to and including dismissal or, in
the case of a contractor or agency worker, the termination of your engagement.

14. BREACHES OF THIS POLICY

Any breaches of this policy will be handled under our Disciplinary Policy. In the case of
agency workers, contractors, casual workers and temporary staff, we reserve the right to
terminate your engagement in the event of a breach or an alleged breach of this Policy.

Certain behaviours in breach of this Policy may give rise to a criminal offence or other public
concern. We may pass any evidence collated to the police or other relevant authority.

If you become aware of conduct of others which may be in breach of this policy, you should
report your concern immediately to your line manager. Our Whistleblowing Policy
provides further guidance.

15. MONITORING AND REVIEW

The Town Clerk is responsible for monitoring the implementation and effectiveness of this
policy, supported by the Deputy Town Clerk, the Person Responsible for Data Protection,
managers and the Council's appointed IT support provider where appropriate.
Compliance with this policy will be monitored through security incident reports, data
breach investigations, audits, system monitoring, user feedback and changes in legislation,
technology or cyber security risks.

The policy will be reviewed at least every five years, or sooner where there are significant
changes in legislation, regulatory guidance, National Cyber Security Centre (NCSC)
recommendations, organisational requirements, or following a significant cyber security
incident, data breach or identified weakness in the Council's information governance
arrangements.

10
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SOCIAL MEDIA POLICY

1. PURPOSE

This policy is in the place to minimise the risks to our organisation through the use, both
business related and personal use, of social media.

This policy does not form part of any employee’s contract of employment and may be
updated at any time.

2. SCOPE

This section applies to:
e Official STC social media accounts
e Officer use of social media for council business
e Councillor use where STC branding, council business or civic roles are referenced
e Personal use that may affect STC
e Professional networking sites
e Video and community platforms
e Messaging channels used for public engagement

3. WHAT IS SOCIAL MEDIA ?

‘Social media’ includes online communications and applications through which
communications, media and messages can be shared. The ‘social’ aspect refers to the fact
that you are interacting and sharing with other people.

There are different types of social media, examples include:

e Social networks: the most well-known form of social media, such as Facebook,
LinkedIn and X.

e Media sharing networks: these are used for sharing photographs, videos and other
forms of media, such as Instagram and Snapchat.

e Discussion forums: these are forums where topics of interest can be discussed, such
as Reddit and Mumsnet.

e Consumer review networks: these are sites which allow you to leave reviews in
relation to products, services and brands such as TripAdvisor.

e Blogs: these are used for publishing and commenting on articles on different topics.
Many businesses have their own blogs on their corporate web platforms, and many
individuals have blogs chronicling things they wish to share.

4. OFFICIAL ACCOUNTS
Only authorised officers may create, manage or post on official STC accounts.
Post must be:

e Accurate
e Politically neutral unless lawfully required

11
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e Respectful

e Accessible

e Retained where they form public records

e Approved in line with delegated communications procedures

Official STC channels must clearly state expected response times and must make clear they
are not to be used for emergencies, safeguarding matters, crimes in progress or urgent
service failures.

5. PRE-ELECTION PERIOD AND PUBLICITY CONTROLS

During the pre-election period, all STC operated social media channels must comply with
the Local Authority Publicity Code and current LGA guidance.

Content must remain strictly politically neutral and must not:
e Promote or oppose any political party
e Promote any candidate or campaign
e Amplify councillor campaign messaging
e Comment on politically controversial issues unless legally necessary for service
delivery
e Publish content that could reasonably be perceived as influencing voters

Additional approval controls may be imposed by the Town Clerk during pre-election
periods.

6. ACCESIBILITY AND INCLUSIVE COMMUNICATIONS

All official social media communications must meet applicable public sector accessibility
standards. This includes, where relevant:

e Captions or subtitles for video

e Alternative text (Alt text) for images

e Readable colour contrast

e Plain English drafting

e Accessible document links

e Avoiding text heavy image posters where possible

7. COUNCILLOR, OFFICER AND CIVIL ROLE SEPARATION

STC managed accounts must not be used for party political purposes or personal
campaigning. Councillors must keep separate:

¢ Council civic role communications

e Personal political views

e Election campaigning messaging

e Party political activity

Where mayoral, chair or civic accounts are used, content must remain non-party political
unless clearly separate from STC managed channels.

12
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8. PERSONAL USE OF SOCIAL MEDIA

Occasional personal use of social media during working hours is permitted so long as it
does not involve unprofessional or inappropriate content, does not interfere with your
employment responsibilities or productivity and complies with this policy.

Be respectful to others when making any statement on social media and be aware that you
are personally responsible for all communications which will be published on the internet
for anyone to see.

There may be occasions when your actions on social media in a personal capacity impact
your employment with STC. Even if you do not name STC as your employer, people who
know you and where you work may still make an association with STC, or people might use
‘jigsaw’ identification (putting information together from more than one source) to discover
you work for STC. We have a right to protect our legitimate business interests.

Users must not post anything that:
e Damages STC reputation
e Discloses confidential information
¢ Undermines public trust
e Harasses or discriminates
e Prejudices investigations or staffing matters
e Compromises political neutrality requirements
e Interferes with live complaints, licensing, planning or standards matters
e UsesSTC logos

Users must not act inappropriately in your interactions on social media. This includes acting
in a discriminatory manner, harassing others or being rude online. Users must not make

any derogatory statements about any other person or business.

If in a social media profile, you disclose your association with STC, then you should make
sure that all postings maintain an appropriate professional style and content.

You must make clear that any opinions given are your personal ones.

You must not publish anything which may bring STC, or others associated with STC into
disrepute.

You must not publish anything that would be in breach of copyright or the rights of others.

You must not post to social media other than in your own name, and you must not pretend
to be another person, real or non-existent.

Any misuse of social media, including content that disparages or reflects poorly on STC
should be reported to the Town Clerk.

The contact details of business contacts made during the course of your employment are
our confidential information. On termination of employment, you must provide STC with a
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copy of all such information, delete all such information from your personal social
networking accounts and destroy any further copies of such information that you may have.

9. BUSINESS USE OF SOCIAL MEDIA

It is important that if you are posting or commenting on social media as a representative of
the Council, you behave appropriately and in a way which upholds our values.

If your duties require you to speak on behalf of Sudbury Town Council on social media, you
must seek approval for that communication from the Town Clerk. If you are contacted for
comments about the business for publication you should contact the Town Clerk for
support. Do not respond without written approval.

Any circumstance where you are posting as a proxy for the Council (so that the post reads
as if it came directly from STC) or as our representative, and any post or comment on a
platform where your association with STC is visible is regarded by us as ‘business use’ of
social media and the following rules apply:

e You should avoid slang.

e You should avoid inappropriate or rude language.

¢ Youshould only comment on matters which fall within your expertise or knowledge.

¢ You should not make any false or misleading statements.

e You should check spelling and grammar before posting any comments online.

e You should only post on topics which are relevant to our business

e You should never provide references for other individuals on social or professional
networking sites. These references, positive or negative, can create legal liability
for STC and for you.

¢ You should not post any confidential or otherwise sensitive information.

e If your post is posting as our representative, you should make sure that any post is
approved in advance by the Town Clerk.

10.PUBLIC RECORDS, MODERATION AND EVIDENCE RETENTION

Official posts, direct messages, screenshots, moderation actions and complaint related
exchanges may form public records and must be retained in line with the STC Data
Retention Policy.

Before removing abusive, threatening, defamatory or safeguarding related content,
authorised officers must preserve evidential screenshots where they may be:

e Legal relevance

e Safeguarding relevance

e Standards compliance relevance

e Police relevance

e Insurance relevance

14
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11.AI-GENERATED MEDIA, IMPERSONATION AND MISINFORMATION

Al-generated text, audio, video or images must not be published from STC official accounts
without:

e Human approval

e Factual verification

e Copyright review

e Accessibility review

e Misinformation risk assessment

Suspected fake accounts, impersonation, scam posts, manipulated media, cloned council
pages or misinformation affecting public safety or trust in council services must be
escalated immediately to the Business Manager or the Town Clerk.

12.MONITORING

STC may monitor, intercept and review any social media activity carried out using our IT
and communications systems as permitted under our Data Protection Policy to monitor
compliance with this policy.

STC may monitor, intercept and review social media accounts and posts if they are public.
STC may also review any content or post in a private or ‘member only’ forum or any deleted
post in either a public or private forum which is brought to our attention (for example by
the provision of screen shots).

13.BREACH OF THIS POLICY

Breach of this policy may result in disciplinary action up to and including dismissal. Any
member of staff suspected of committing a breach of this policy will be required to co-
operate with our investigation, which may involve handing over relevant passwords and
login details.

You may be required to remove any social media content that we consider to constitute a
breach of this policy. Failure to comply with such a request may in itself result in disciplinary
action.

Policy Name Information Technology & Communication Systems Policy,
incorporating Social Media Policy
Current Status Draft
Approved
Next Review Date | July 2031
Policy Owner Deputy Town Clerk
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ACCEPTANCE OF SUDBURY TOWN COUNCIL’S
INFORMATION TECHNOLOGY AND COMMUNICATIONS POLICY, INCORPORATING SOCIAL MEDIA
POLICY

Name (PRINT IN CAPITALS)

| confirm that | have read and understood Sudbury Town Council’s Information Technology and
Communications Systems Policy.

| agree to abide by all aspects of this Policy

Signed Date
Witnessed by line manager Date
Name
Signed
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SUDBURY

TOWN COUNCIL

DATA PROTECTION POLICY
1. PURPOSE

Sudbury Town Council (STC) is committed to protecting the rights and freedoms
of individuals in relation to the processing of personal data and complying with
the requirements of:

The UK General Data Protection Regulation (UK GDPR)

The Data Protection Act 2018

The Privacy and Electronic Communications Regulations (PECR)

Relevant guidance issued by the Information Commissioner’s Office (ICO)
Any other applicable legislation and regulatory requirements relating to
information governance and data protection

e o o o o

This policy explains how STC collects, uses, stores, shares and disposes of
personal data and outlines the responsibilities of councillors, employees,
contractors, volunteers and third parties who process personal data on behalf of
STC.

STC recognises that good information governance is essential to maintaining
public confidence and delivering services lawfully, securely and transparently.

2. SCOPE
This policy applies to:

Employees

Councillors

Contractors

Consultants

Volunteers

Agency Workers

Anyone processing personal data on behalf of STC

e 6 o o o o o

This policy applies to all personal data processed by STC regardless of format
including:

Electronic records
Paper files

Audio recordings
CCTV images
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Emails and correspondence
Cloud-based systems
Mobile devices

This policy should be read alongside our other policies relating to internet use,
email, CCTV, body-worn cameras, and trail cameras.

Failure to comply with this policy may result in disciplinary action and, where
appropriate, legal proceedings.

3. DEFINITIONS

Personal Data

Any information relating to an identified or identifiable living individual. Examples
include:

e 6 o o o o o o o

Names

Addresses

Email addresses
Telephone numbers
Identification numbers
Payroll information

HR records

Online identifiers
Photographs

Special Category Data

Personal data requiring additional protection under UK GDPR, including:

e 6 o o o o o o

Racial or ethnic origin

Political opinions

Religious or philosophical beliefs
Trade Union membership

Genetic data

Biometric data used for identification
Health information

Sexual orientation or sex life

Criminal Offence Data

Information relating to criminal convictions, offences, allegations or related
security measures.
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Processing

Any operation carried out on personal data including collection, storage, use,
disclosure, sharing, deleting or destruction.

Data Subject

The individual to whom personal data relates.
4. DATA PROTECTION PRINCIPLES
STC will comply with the UK GDPR principles by ensuring personal data is:

Processed lawfully, fairly and transparently

Collected for specified, explicit and legitimate purposes
Adequate, relevant and limited to what is necessary

Accurate and kept up to date

Kept only for as long as necessary

Processed securely using appropriate technical and organisational
measures

e o o o o o

STC will also demonstrate accountability by maintaining appropriate records,
policies, procedures and governance.

5. LAWFUL BASIS FOR PROCESSING

Before processing personal data STC will identify and document an appropriate
lawful basis under Article 6 UK GDPR.

STC primarily processes personal data under the following lawful bases:

Public Task

Legal Obligation

Contract

Vital Interests

Legitimate Interests (where appropriate and balanced against individuals
rights).

I

Consent will only be relied upon where it can be freely given, specific, informed
and capable of withdrawal.

Where special category data is processed, the Council will identify an additional
condition for processing under Article 9 UK GDPR and Schedule 1 of the Data
Protection Act 2018.

6. TRANSPARENCY AND PRIVACY NOTICES

STC will provide clear and accessible privacy notices explaining:

3
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e What personal data is collected

Why it is collected

The lawful basis for processing

How the information will be used

Who it may be shared with

How long it will be retained

Individuals' rights

How to contact the Council and the ICO.

Privacy notices will be reviewed regularly and updated where necessary.
7. INDIVIDUAL RIGHTS
Individuals have the following rights under UK GDPR:

e Rightto be informed

o Right of access

« Rightto rectification

o Rightto erasure

» Rightto restrict processing

o Right to data portability

o Rightto object

« Rights relating to automated decision-making and profiling.

The Council will respond to valid requests without undue delay and normally
within one calendar month.

The Council may request proof of identity before responding to requests.

Individuals have the right to complain to the Information Commissioner’s Office if
they are dissatisfied with how their personal data has been handled.

8. SUBJECT ACCESS REQUESTS
Any individual may request access to personal data held about them.

All Subject Access Request (SARs) must be forwarded immediately to the Person
Responsible for Data Protection.

STC will:

e Acknowledge requests promptly

e Verify the identity of the requester where appropriate

e Respond within one calendar month unless an extension is permitted under
law

e Provide information free of charge unless the request is manifestly
unfounded or excessive.
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Where exemptions apply, STC may withhold information in accordance with
applicable legislation.

A record of all SARs will be maintained.
9. ROLES AND RESPONSIBILITIES

S1C

STC is the Data Controller for personal data processed in connection with its
functions and services.

Person Responsible for Data Protection

The Council has appointed a Person Responsible for Data Protection. They are
responsible for:

e Monitoring compliance with data protection legislation
e Advising the Council on data protection obligations

e Supporting Data Protection Impact Assessments (DPIAs)
e Providing guidance and training

e Monitoring breaches and incidents

e Acting as the contact point for the ICO and data subjects

The Person Responsible for Data Protection shall operate independently and
report directly to senior management or Full Council where necessary.

Managers
Managers are responsible for ensuring that:

e All staff understand and comply with this policy

e Appropriate security measures are implemented
e Personal data is processed lawfully

o Data protection risks are identified and managed

All Councillors, Employees and Workers

All individuals covered by this policy must:

e Process personal data only where authorised

e Keep personal data secure and confidential

e Report actual or suspected data breaches immediately
e Complete mandatory training

e Follow STC procedures and guidance
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10. INFORMATION SECURITY

STC will implement appropriate technical and organisational measures to protect
personal data against accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access. Security measures include:

e Strong password requirements

e Multi-factor authentication (MFA) where appropriate

e Encryption of devices and sensitive information

e Secure backups

e Access controls based on business need

e Anti-virus and endpoint protection

e Firewalls and network security

e Secure disposal of records and equipment

e Secure remote working arrangements

e Monitoring and auditing of systems

Personal data stored on laptops, tablets or mobile devices must be encrypted and
protected in accordance with STC information technology security requirements.

Paper records containing personal data must be stored securely and shredded or
confidentially disposed of when no longer required.

The use of removable media such as USB devices must be authorised and
appropriately secured.

11. REMOTE AND HYBRID WORKING

Where staff work remotely or in hybrid arrangements, they must:
e Use council-approved devices and systems
e Ensure screens are locked when unattended
e Prevent unauthorised viewing or disclosure of information
e Store paper files securely
e Report lost or stolen devices immediately

Public Wi-Fi should not be used for processing sensitive personal data unless
secure VPN access is in place and with prior agreement by the Person Responsible
for Data Protection or the Town Clerk.

12. DATA SHARING AND THIRD-PARTY PROCESSORS
STC may share personal data where lawful and necessary with:

e Government bodies
e Regulatory authorities
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e Other local authorities
e Professional advisers
e Contractors and service providers

Where third parties process personal data on behalf of STC, appropriate written
agreements compliant with Article 28 UK GDPR must be in place.

STC will undertake appropriate due diligence on suppliers and processors,
including consideration of:

e Information security standards
e Cyber security arrangements
e Data handling procedures

e International data transfers

Personal data will not be transferred outside the UK unless appropriate safeguards
are in place.

13. DATA PROTECTION BY DESIGN AND DATA PROTECTION IMPACT
ASSESSMENTS

Data protection and privacy considerations must be embedded into projects,
systems and processes from the outset.

STC will undertake Data Protection Impact Assessments (DPIAs) where processing
is likely to result in a high risk to individuals. Examples include:

e New IT systems

e CCTV projects

e Large-scale data sharing

e Use of special category data

e New technologies

e Artificial intelligence or automated processing

The Person Responsible for Data Protection or the Town Clerk must be consulted
before any significant new processing activity commences.

14. ARTIFICIAL INTELLIGENCE AND AUTOMATED PROCESSING

Where artificial intelligence (Al), automated tools or data analytics are used, STC
will ensure:

e Processing remains lawful, fair and transparent

e Human oversight is maintained

e Risks are assessed through DPIAs where required

e Bias and discrimination risks are considered

7
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e Appropriate safeguards are implemented

STC will not undertake solely automated decisions with legal or similarly significant
effects unless authorised by law and compliant with UK GDPR.

15. RECORDS MANAGEMENT AND RETENTION

STC will maintain records of processing activities and retain personal data only for
as long as necessary. Retention periods will be determined in accordance with:

e Legal and regulatory requirements
e Operational need

e ICO guidance

e NALC guidance

e The Council’s retention schedule

At the end of the retention period, information will be securely deleted,
anonymised or destroyed.

Retention schedules will be reviewed periodically.
16. DATA ACCURACY

STC will take reasonable steps to ensure personal data is accurate and up to date.
Individuals are encouraged to notify the Council of changes to their personal
information. Where inaccurate information is identified, it will be corrected or
updated promptly.

17. PERSONAL DATA BREACHES

All actual or suspected personal data breaches must be reported immediately to
the Person Responsible for Data Protection. Examples include:

o Loss or theft of devices or paperwork

¢ Sending information to the wrong recipient
e Unauthorised access to systems

e Cyber attacks

e Disclosure of confidential information

STC will:

o Investigate breaches promptly
e Maintain a breach register
o Assess risks to individuals
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e Implement remedial measures

e Notify the Information Commissioner’s Office (ICO) within 72 hours where
legally required

« Notify affected individuals where there is a high risk to their rights and
freedoms

Failure to report a breach may result in disciplinary action.

18. MARKETING AND COMMUNICATIONS

STC will comply with PECR and UK GDPR when undertaking electronic
communications or marketing activities. STC will ensure that:

o Communications are lawful and proportionate

e Individuals can opt out where applicable

o Mailing lists are maintained securely

o Consultation and community engagement activities are transparent

Direct marketing communications will only be undertaken where lawful.

19. TRAINING

All councillors, employees and relevant contractors must complete mandatory
data protection and information security training. Training will:

o Form part of the induction process
o Be refreshed annually

o Include cyber security awareness

o Cover phishing

o Berole specific

Completion of training is mandatory.
20. MONITORING, AUDIT AND COMPLIANCE
STC will monitor compliance with this policy through:

o Internal audits

o Risk assessments

o Compliance reviews
o Policy reviews

o Incident reporting

e DPIA monitoring

The Person Responsible for Data Protection will provide advice and
recommendations to improve compliance and reduce risk.
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21. CONSEQUENCES OF NON-COMPLIANCE
Failure to comply with this policy may result in:

o Disciplinary action

o Withdrawal of system access

o Referral to regulatory authorities

o Legal proceedings where appropriate

Any deliberate or reckless misuse of personal data may constitute gross
misconduct.

22. CONTACT DETAILS

Person Responsible for Data Protection
Sudbury Town Council

Town Hall

Old Market Place

Sudbury

Suffolk

CO101TL

Telephone: 01787 372331

Email: DPO@sudbury-tc.gov.uk

Information Commissioner’s Office
Wycliffe House,

Water Lane,

Wilmslow,

Cheshire,

SK9 5AF

Telephone: 0303 123 1113
https://ico.org.uk/make-a-complaint/
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SUDBURY

TOWN COUNCIL

DATA RETENTION POLICY

STC maintains a separate detailed Data Retention Schedule setting out:
o Categories of records held
e Minimum retention periods
o Disposal arrangements
e Legal and operational justification

The retention schedule will be reviewed regularly to ensure continued compliance
with legislation and operational requirements.

11
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DATA RETENTION SCHEDULE

Documentation Minimum Retention Justification
Period (with references)
Minute Books Indefinite Archive
Receipt and Payment Indefinite Archive
Accounts
Receipt Books (of all 6 years minimum (7 years | VAT requires this as a
kinds) adopted for admin minimum
consistency)
Bank Statements, 6 years minimum (7 years Audit
including deposit / adopted for admin
saving accounts consistency)
Bank Paying-In Books | 6 years minimum (7 years Audit

adopted for admin
consistency)

Quotations and Tenders

7 years

Limitation Act 1980

Paid Invoices

6 years minimum (7 years
adopted for admin
consistency)

VAT requires this as a
minimum

Paid Cheques

6 years minimum (7 years
adopted for admin
consistency)

Limitation Act 1980

VAT Records

6 years minimum (7 years
adopted for admin
consistency)

VAT requires this as a
minimum

Petty Cash and Postage

6 years minimum (7 years

Tax, VAT and Limitation

adopted for admin Act 1980
consistency)
Timesheets 6 years minimum (7 years Audit

adopted for admin
consistency)

HMRC, NMW and
Limitation Act 1980

Payroll Records

15 years

6 years minimum under
HMRC/NMW
requirements, but
retained for 15 years for
pension, employment
and Nl dispute purposes

Insurance Policies

40 years from date on
which insurance was
commenced or was

renewed

Management

Certificates for Insurance
(against liability for
employees)

40 years from date on
which insurance was
commenced or renewed

The Employers’ Liability
(Compulsory Insurance)
Regulations 1998 (Sl
2753)
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Title Deeds, Leases,
Agreements, Contracts

Indefinite

Audit
Management

Members Allowances
Register

6 years

Tax, Limitation Act 1980

Staff Related

Personnel Files

6 years after end of
employment

UK GDPR data
minimisation principles
and may be extended
where litigation,
safeguarding, pension or
insurance issues apply

Records Relating to
Disciplinary Proceedings

6 years after end of
employment

UK GDPR data
minimisation principles
and may be extended
where litigation,
safeguarding, pension or
insurance issues apply

Records of Recruitment
for Unsuccessful
Candidates

6 months after
completion of the
recruitment process

To defend against
discrimination claims.
This is because the time
limit for discrimination
claims is 3 months but
takes into account a
potential extension
under the rules of early
conciliation, it could be
around 5 months before
the employer hears of
the claim against it

General Enquiries

Any query taken in the
office that may require
personal details to

2 years
unless correspondence
forms part of a complaint,

Management, because
we might get a question
up to 2 years after they

respond legal matter or contract contact us
Market
Stall Holder Details 2 years Management, because
we might get a question
up to 2 years after they
leave the market
Events
Stall Holder / Participant 2 years Management, because
Details we might get a question
up to 2 years after they
leave the market
Town Hall
Applications to Hire 7 years VAT
Lettings Diary Indefinite Archive
13
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Invoices to Hirers 7 years VAT
Allotments
Waiting List Remain while application Management
remains active, review UK GDPR

annually and remove
inactive applicants after 2
years without response

Allocation List

Indefinite

Current Information

Ex-plot Holders’ Details

2 years after giving up
the plot

Audit
Management because
we might get a question
up to 2 years after they
leave the plot

Cemetery

Register of Fees
Collected

7 years

Audit

Register of Burials

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(Sl 204)

Register / plan of grave
plots

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(Sl 204)

Register of Memorials

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(SI 204)

Notice of Interment

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(SI 204)

Disposal Certificates

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(SI 204)

Copy Certificates of
Grant of Exclusive Right
of Burial

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(Sl 204)

Applications for the right
to erect memorials

Indefinite

Management, where
linked to grave ownership
records

Register of Purchased
Graves

Indefinite

Archives
Local Authorities
Cemeteries Order 1977
(Sl 204)
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Retention periods shown are minimum periods. Records may be retained longer
where required for legal proceedings, insurance claims, audit, safeguarding,
pension administration, public interest archiving, or statutory inquiry purposes.
Records containing personal data shall be reviewed in accordance with UK GDPR
data minimisation principles.

Policy Name Data Protection Policy inc. Data Retention Policy
Current Status Draft
Approved
Next Review Date | July 2031
Policy Owner Clare Morgan
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